The School of Business & Technology
Webster

UNIVERSITY
Course ITM 5600 — Information and Communications Security
Intent of the This course is designed to give students the knowledge and skills needed to assess, plan,
Course implement, and administer an information and communications security management
program.

After completing this course, students will:

Course Level e know and explain the important technical and management terminology,

Learning concepts, principles, techniques, and theories related to the technical aspects of

information and communications security management.

Outcomes . ; .

e be able to effectively apply important technical and management concepts,
principles, practices, techniques, and theories needed to critically analyze an
organization’s information and communications security requirements.

e Dbe able to effectively apply important technical and management concepts,
principles, practices, techniques, and theories needed to design and recommend
appropriate security solutions.

e Dbe able to effectively apply important technical and management concepts,
principles, practices, techniques, and theories needed to manage the
implementation and on-going administration of recommended security
solutions.

Course Content Mandatory Topics:

e What information and information/communications systems security is and why
it is important

Planning for information security

Information/communications security policy and standards
Information/communications security management models and practices
Identifying, assessing, and documenting security risks

Evaluation, assessment, and maintenance of risk controls

Protection mechanisms: access controls, firewalls, dial-up protection, intrusion
detection systems, cryptography

Staffing and administering the security management function

e Legal, ethical and privacy issues in information/communications security

Program Level Learning Outcomes can be found on the Faculty
Course Information site of the Connections portal, under their
individual department menus. During the first class session, please
review the relevant Program Level Learning Outcomes with the
students, and discuss how this required course for the program
relates to those Program Level Learning Outcomes. If you have any
questions, please refer them to the Site Director. Thank you.

Suggested Course
Activities
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e Use short lectures to convey an understanding of mandatory topics.
Use facilitated discussion of assigned readings.
Use moderately complex cases, exercises, and group project assignments to
promote analysis, understanding and application of concepts and practices covered.
e  Use short term (research) papers to promote development of research skills.
Use mid-term and final exams to assess comprehension of theoretical concepts.

Each of the following textbooks has been used for this course, and to some degree,
Textbooks discuss a majority of the “Mandatory Topics” covered in this course. NOTE: Inclusion
on this list is not a recommendation, and you are encouraged to suggest other books
that may meet the course’s primary objectives.

Management of Information Security, by Whitman and Mattord, Thomson Course

Technology
Protecting Business Information: A Manager’s Guide, by James Schweitzer (latest
edition)

Suggested None

Waiver Policy

Other None
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