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Course SECR 5020 Security Administration and Management

Term Summer, 2007

Instructor Loretta Woodward Veney, CPP

Catalog Students apply principles of management to security administration. Topics
include personnel management, security planning, organizational leadership and

Description | communication, and recruitment and training.

Prerequisi Must be capable of graduate work. Should have attended SECR 5000 and/or

equisites ; . ) .

have experience in security management or have cleared attendance in advance
with the instructor.

Course L evel 1. At the end of the course the student will be able to organize and staff a

Learning security department by applying knowledge developed in this course.

outcomes 2. At the end of the course the student will be able to organize and staff a

security department by applying knowledge developed in this course.

3. At the end of the course the student will explain and be able to apply
management principles in justifying an existing security operation. This
outcome stems from a study of management principles and discussions of
their applicability to security operations.

4. At the end of the course the student will be able to apply management
principles to the planning, direction, control and budgeting of a security
operation from a business perspective.

5. At the end of the course the student will know and explain the important
terminology, facts, concepts, principles, and theories used in the field of
Business and Organizational Security Management.

6. At the end of the course the student will be able to apply the important
terminology, facts, concepts, principles and theories in the field of
Business and Organizational Security Management to analyze simple to
moderately complex factual security situations.

7. At the end of the course the student will be able to creatively construct
and implement moderately complex Business and Organizational Security
Management solutions to real organizational problems using frameworks
procedures, and methods derived from the individual security discipline
Security Administration and Management.

8. At the end of the course the student will be able to assess the effectiveness
of their solutions by quantitatively or qualitatively measuring their results
against theory-based criteria and standards of performance.

9. At the end of the course the student will be able to utilize themselves as

scholar-practitioners, capable of creatively synthesizing intellectual
explanation of security models with methodological competencies and




experience-based perceptual skills and judgment.

Materials

Rethinking Corporate Security in the Post 9/11 Era, by Dennis Dalton.
Butterworth-Heinemann Publishers, Newton, MA. ISBN: 0750676144

Suggested Readings: Students are strongly encouraged to read from the following
publications to broaden their understanding of current business management
trends: Inc., Fortune Sucess, Busness Week, Security Management, Human
Resources Managemnent, and Harvard Busness Review. Other suggested texts
include Security Busness Practices Reference by ASIS International, Modan
Security and Loss Prevention by Philip R. Purpura, Corporate Security
Administration and Management by Barefoot Maxwell, The Deming
Managemnent Methodby Mary Walton (Perigee Books published by The Putnam
Publishing Group, NY, NY, 1986), The Stuational Leade by Dr. Paul Hersey
(Warner Books, Inc., NY, NY, 1985), and Strategic Managenent & Busness
Policy, 7th Edition, by Thomas L. Wheelen and J. David Hunger (Prentice Hall,
Upper Saddle River, NJ, 2000).

Grading

Course Grades

The GRADUATE catalog providesthese guidelines and grading options:

A/AD Superior graduate work

B+/B/BD Satisfactory graduate work

C Work that is barely adequate as graduate-level performance

CR Work that is performed as satisfactory graduate work (B— or better). A grade of
"CR”is reserved for courses designated by a department, involving internships, a thesis,
practicums, or specified courses.

F Work that is unsatisfactory

I Incomplete work

ZF An incomplete which was not completed within one year of the end of the course.
ZF is treated the same as an F or NC for all cases involving G.P.A., academic warning,
probation, and dismissal.

¥ |P Inprogress

¥ NR Notreported

¥ W Withdrawn from the course

K K K K

K K K

Your course grade will be based on your scores on your examinations, papers,
case assignments and self-assessment exercises, and your contributions to class
discussion in the Discussion Forum. These different components will be
weighted as follows:

Course Research Paper 30%
Weekly Discussions/Class Participation 30%
Final Exam (Part|: 15% and Part Il: 25%) 40%

Letter grades will be assigned pursuant to the following scores based on the
percent of the total possible points (weighted according to the scale above) that
you earned in the course.




Percentage of Total Points Grade

94%-100% A
89%-93% A-
85%-88% B+
80%-84% B
76%-79% B-
70%-75% C
Below 70% F

(Instructor: Please see “Syllabus Template” for grading information.)

Activities

Students are expected to participate in any discussions the instructor may initiate
during the course.

Students are expected to complete a research paper on a topic dealing with
Security Administration and Management.

COURSE RESEARCH PAPER

A 15-20 pageresearch paper will be required for this course. The paper will be
an organizational analysis of an approved security organization. An example of
an organizational analysis would be from the perspective of the security director
of an organization -- real or imagined. It would include a thorough description of
the organization. This would be followed by a discussion of the good, the bad,
and the ugly of that set up and a description of what would make the organization
better. As the person in charge and with sufficient funding available, describe
changes you would make to ensure that the people and other assets of the
organization were afforded adequate protection.

Note. It is strongly suggested that students provide an outline of the paper
intended as the Course Research Paper by Week 4 to ensure appropriateness of
topic and clarity of understanding of that assignment. This paper is to be
provided to the instructor no later than Week 8 — a copy is also to be made
available to each member of the class. The 15-20 pages are exclusive of the title,
executive summary, or bibliography. The student could consider this paper as
potentially a chapter in a larger “publication” which he/she may be preparing.

Elements of the Cour se Research Paper:
¥ Include an Executive Summary of approximately 1/2 to 1 page in length.

¥ Describe a security operation/organization. This may be the security
directorate of a major corporation, military activity, guard force
management business, or similar program.




¥ Provide an explanation of the manpower requirements and associated
costs for the security organization.

¥ Describe how close the organization is to the Era of Total Asset
Protection. What needs to be done to move the organization toward the
Era of Total Asset Protection? Is it a realistic goal for the organization?

¥ Discuss how the organization focuses on Business Risk Analysis, Human
Resources Support and the Global Operations Support.

¥ Describe how the organization has fallen victim to, or avoided, the panic
dujour.

¥ Discuss how effective and efficient the organization is and the reasons
surrounding it.

¥ Conclude with a discussion of which management theories discussed in
the text from which the organization would benefit, if they were
implemented."

Policy
Statements:

University
Policies

University policies are provided in the current course catalog and course
schedules. They are also available on the university website. This class is
governed by the university’s published policies. The following policies are of
particular interest:

Acadamic Honesty

The university is committed to high standards of academic honesty. Students
will be held responsible for violations of these standards. Please refer to the
university’s academic honesty policies for a definition of academic
dishonesty and potential disciplinary actions associated with it.

Dropsand Withdrawals

Please be aware that, should you choose to drop or withdraw from this
course, the date on which you notify the university of your decision will
determine the amount of tuition refund you receive. Please refer to the
university policies on drops and withdrawals (published elsewhere) to find
out what the deadlines are for dropping a course with a full refund and for
withdrawing from a course with a partial refund.

Special Services

If you have registered as a student with a documented disability and are
entitled to classroom or testing accommodations, please inform the
instructor at the beginning of the course of the accommodations you will
require in this class so that these can be provided.

Disturbances




Since every student is entitled to full participation in class without
interruption, disruption of class by inconsiderate behavior is not
acceptable. Students are expected to treat the instructor and other students
with dignity and respect, especially in cases where a diversity of opinion
arises. Students who engage in disruptive behavior are subject to
disciplinary action, including removal from the course.

Student Assignments Retained

Fromtime to time, student assignrents or projects will beretained by The
Department for the purpose of acadamic assessment. In every case,
should theassignment or project be shared outside the academic
Department, the student's nare andall identifying information aboutthat
student will beredaded fromthe assignment or project.

Contad Hours for this Course
It is essential thatall classes meet for thefull ingructional time as

scheduled. A class cannotbeshortened in length. If aclass sessionis
cancelled for anyreason, it mug berescheduled.

Course Students are to submit all required products in a consistent and timely basis.
Policies

Weekly Required readings, discussions, paper, and exams:

Schedule WEEK 1 Charting the Path: Course Overview and Introduction — review of

course objectives, requirements, and expectations
READ Chapter 1, pp 5-26 and information leading up to Chapter 1 Rethinking
Corporate Security in the Pog 9/11 Era by Dalton

WEEK 2 Who Should Take the Helm AND Understanding the Barriers to
Success

READ Chapters 2 and 3, pp. 27-85, Rethinking Corporate Security in the Post
9/11 Era by Dalton

WEEK 3 The Corporate Security Manager as Organizational Strategic Planner
READ Part II info on The Mechanics of Success and Chapter 4, pp. 87-130,
Rethinking Corporate Security in the Pos 9/11 Era by Dalton

WEEK 4 The Call for a Metrics-Based Approach to Total Asset Protection
READ Chapter 5, pp. 131-167, Rethinking Corporate Security in the Pog 9/11
Era by Dalton

WEEK 5 Moving to an Era of Total Asset Protection




READ Chapter 6, pp. 169-192, Rethinking Corporate Security in the Pog 9/11
Era by Dalton

WEEK 6 Have I Got a Story for You - And Maybe a Few More
READ Chapter 7, pp. 193-224, Rethinking Corporate Security in the Pog 9/11
Era by Dalton

WEEK 7 Guidelines for Success

READ Chapter 8, pp. 225-255, Rethinking Corporate Security in the Pog 9/11
Era by Dalton

See information bdow for Course Papes.

WEEK 8 May I Play Through
READ Chapter 9 and Epilogue, pp. 257-286, Rethinking Corporate Security in
the Pog 9/11 Era by Dalton

WEEK 9 Final exam; course review

Additional
Information

None
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