Course Syllabus

Course

SECR 5000

Term

Fall 1 2007

Instructor

Name: Nathaniel E. Wilso n
Phone: 703-772-9150 cell

Email: natewilson@cox.net

Catalog Description

This course is an overview of principles and issues in security
management. Students will examine the challenges embodied in various
aspects of security such as personnel, facility, and information. Principles
of loss prevention and the protection of assets are also examined. Students
will employ the use of situational analyses, case studies, and other
research-oriented approaches.

Prerequisites

None

Course Level
Learning Outcomes

Upon successful completion of this course, the student should be able to:

1. Know and understand the important terminology, facts, concepts,
principles, and theories used in the field of Business and Organizational
Security Management.

2. Understand the legal issues associated with security management.

3. Understand and demonstrate the relationship between security methods
and needs as they relate to private, government and military
organizations and businesses.

4. Demonstrate an understanding of how people, information, facilities
and materials can all represent challenges and threats to security and
apply this knowledge to their current role.

5. Apply research-oriented approaches, case studies and the use of
situational analyses as appropriate in the study of security management
situations.

6. Demonstrate the ability to properly write, prepare and submit a
logically organized writing project. This writing effort must
demonstrate the ability to communicate, in writing, at the graduate
level.

Materials

Contemporary Security Management, by Fay, John 2" ed. (2006). ISBN
0-7506-7928-X




Grading

Thefinal gradewill beweightedasfollows:

Class attendance and participation 15%
Final Examination 40%
Term Paper and Oral Presentation 25%

Quizzes, Project, and Practical Exercises 20%

Activities

The Course Level Outcomes indicated above will be covered as
follows:

Outcomes #1 and #2 will be covered during Week 1 through Week 3
through lecture, reading material, handouts, discussions, and practical
exercises. Given a scenario students will be required to complete

practical exercises to simulate duties required by a security officer
during Week 2.

Outcomes #2 and #3 will be covered during Week 2, Week 4, and
Week 6 through lecture, reading material, handouts, discussion, and
practical exercises. Students will be assigned/required to complete a
project on security programs within the private sector, military, and
government.

Outcomes #4 and #6 will be covered during Week 1, Week 3, Week 5,
and Week 6 through lecture, reading material, handouts, discussion, an
exam and practical exercises. Students will be given a practical
exercise to analyze an investigation that contains security issues that
they must evaluate to determine suitability for employment and/or
security clearances. Students will be shown video clips of several
scenarios of possible Counter Intelligence or security indicators. Also,
students are given group projects.

Outcomes #5 will be covered during Week 1 through Week 5 and
Weeks 7 & 8 through lecture, reading material, handouts, discussion,
and practical exercises. Also the Student’s reading and research
assignments will give them an extensive understanding of security
program, safety, and law enforcement systems in the private sector,
government, and military.

Outcomes #6 will be covered during Week 5 thru 9, through individual
projects, group discussions, exams and practical exercises.




Policy Statements:
University Policies

University policies are provided in the current course catalog and course
schedules. They are also available on the university website. This class is
governed by the university’s published policies.

Course Policies

Details will be provided at the first class meeting.

Weekly Schedule

The course will include a student project, case ssudiesand practical
exercises. (Students are expected to have completed all assigned readings
prior to the class for which they are assigned. Note that some of the
required readings apply to, and are listed in more than one class session.)

Week I: (Reading assignment prior to class: Management Time:
Who’s Got the Monkey?) Harvard Buriness Review article by William
Onchen, Jr. and Donald L. Wass published Nowv-Dec 1974) An
introduction and overview of time management, span of control,
empowerment, and leadership. Instruction will cover the purpose and
authority of the security program.

Week II: (Reading assignment prior to class: (Chapters #2 and #3)
Explain and discuss the threat to national security. Emphasis will be
placed on possible foreign influence/preference issues. Also, topics on
Johari Window, Maslow’s Hierarchy or Needs, and The Blake Mouton
Managerial Grid. Student project assigned.

Week III: Research Paper Topics Due. (Reading assignment prior to
class: (Chapters #4 & #5) Discussion on the process of risk
management, security planning, and program administration. Instructions
on how decisions are made on security issues to determine suitability for
employment and/or security clearances. Discussion on trustworthy
positions and control of investigative/investigations requirements.

Week IV: (Reading assignment prior to class: (Chapters #6 & #7)
Discussion on security survival skills for physical, personnel, and
information security. Student project presentations.

Week V: (Reading assignment prior to class: (Chapters #8 & #9)
Explanation on the requirements and why it is important for security
managers to implement and administer an effective safety, preparedness
and readiness program, and continuous evaluation programs. Instructions
on “due process procedures and an individual’s legal rights” concerning
security management. Topics covered will include: the minimum
requirements of due process and the role of the security manager in the due
process procedure.




Week VI: Reading assignment prior to class: (Chapter #10)
Explanation on “What are we protecting” and “the final step in risk
management”. Instructions and discussions on what constitute private
sector, government, or military misuse of information technology systems.
Week VII: Student Presentations.

Week VIII: Student Presentations. Research Paper Due.

Week IX: Final Examination

Additional
Information

None
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