Course Syllabus

Course

SECR 5000

Term

Spring 1 2008

Instructor

Name: Nathaniel E Wilson

Phone 7036606774
Email: Natewilson@cox.net

Catalog Description

This courseisan overview of prindples and issues in security
management. Students will examinethechdlenges embodied in various
aspects of security such as personnd, facility, andinformation. Prinaples
of loss prevention and the protection of assets are also examined. Students
will employ theuse of situaiond andyses, case studies, and other
research-oriented approaches.

Prerequisites

None

Course Level
Learning Outcomes

Uponsuccessful completion of this course, a students should be able to:

1. Thestudents mug know and undestand theimportant
terminology, facts, concepts, prindples, and theoriesused in the
field of Busness and Organizationd Security Management.

2. Undestandthelegd issues assodated with security
management

3. Thestudent mug be able to undestand and demonstrate the
relationship between security methodsand needsas they relate
to private, govanment and military organizationsand
busnesses.

4. Thestudents mug have an undestanding of how people,
information, facilities and materials can all represent chdlenges
and threats to security and apply this knowledgeto ther current
role.

5. Thestudent mug beable to apply research-oriented approaches,
case studies and theuse of situaiond andyses as appropriate in
the study of security management situaions

6. Thestudent mug beableto demongdrate the ability to propely
write, prepare and submit alogically organized writing project.
Thiswriting effort mus demongrate the ability to
communicate, in writing, a thegraduge level.




Materials Contemporary Security Management by JohnFay, 2™ ed, (2006 1SBN 0-
75067928 X
Grading
The final grade will be weighted as follows:
Class attendance and participation 15%
Find Examingion 30%
Term Paper and Oral Presentation 30%
Quizzes, Project, and Practical Exercises 25%
Activities The course Level Outcomes indicated above will be covered as follows:

Outcomes #1 and #2 will be covered during Week 1 throughWeek 3
throughlecture, reading material, handous, discussions and practical
exercises. Given ascenaio studentswill berequired to complete
practical exercisesto simulate duties required by a security officer
during Week 2.

Outcomes #2 and #3 will be covered during Week 2, Week 4, and
Week 6 throughlecture, reading material, handouts, discussion, and
practical exercises. Studentswill be assigned/required to complete a
project on security programs within the private sector, military, and
govenment.

Outcomes #4 and #6 will be covered during Week 1, Week 3, Week 5,
and Week 6 throughlecture, reading material, handous, discussion, an
exam and practical exercises. Studentswill begiven a practical
exercise to andyze an investigation that contains security issues that
they mudg evaluate to determine suitability for employment and/or
security clearances. Students will be shown video clipsof several
scenaiosof possible Countr Intelligence or security indicators. Also,
students are given group projects.

Outcomes #5 will be covered during Week 1 through Week 5 and
Weeks 7 & 8 throughlecture, reading material, handous, discussion,
and practical exercises. Also the Student( reading and research
assignments will give them an extensve undestanding of security,
safety, and law enforcement systems in the private sector, government,
and military.




* Outcomes The exams and practical exercises are designed to evaluae
the
student@ mastery of the course material taughtin theentirety of
thecourse.

Policy Statements:
University Policies

University policies are provided in the current course catalog and course
schedules. They are also available ontheuniversity webste. Thisclassis
goveaned by theuniversity@ published policies.

Course Policies

Detailswill beprovided at thefirst class meeting.

Weekly Schedule

The course will include a student project, case ssudiesand practical
exercises. (Students are expected to have completed all assigned readings
prior to theclass for which they are assigned. Note tha some of the
required readingsapply to, and are listed in more than oneclass session.)

Week I: (Reading assignment HBR Article “Who Got The Monkey?
November-December 1974issue Additiondly, an overview of
Communication, and variousManagement and L eadership styleswill be
discussed. Management and L eadership styles will be atheme throughout
thecourse. Anintrodudion and overview of security management.
Ingruction will cover the purpose and authority of the security program.

Week II: (Reading assignment prior to class: (Chapters #2 and #3)
Explain and discuss thethreat to nationd security. Emphasiswill be
placed on possible foreigninfluence/preference issues. Students will also
discuss the communication styles, and how communicationscan influence
subordinates, co-worker, and supeiors. Student project assigned.

Week III: Research Paper Topics Due. (Reading assignment prior to
class: (Chapters #4 & #5) Discussion onthe process of risk
management, security planning, and program administration. Ingdructions
on how decisionsare made on security issues to determine suitability for
employment and/or security clearances. Discussion on trusworthy
postionsand control of investigaive/investigaionsrequirements.

Week IV: (Reading assignment prior to class: (Chapters #6 & #7)
Discussion on security surviva skillsfor physcal, personnd, and
information security. Student project presentations.

Week V: (Reading assignment prior to class: (Chapters #8 & #9)
Explanaion ontherequirements and why it isimportant for security
managers to implement and administer an effective safety, preparedness
and readiness, and continuousevaluaion programs.  Ingrudionson Qlue




process procedures and an individud® legd rightsOconcerning security
management. Topics covered will indude the minimum requirements of
dueprocess and therole of the security manager in the dueprocess
procedure.

Week VI: Reading assignment prior to class: (Chapter #10)
Explanation on QVha are we protectingQand Qhefind step in risk
managementQ Ingructionsand discussionson what conditute private
sector, govenment, or military misuse of information technology systems.
Week VII: Student Presentations.

Week VIII: Student Presentations. Research Paper Due.

Week IX: Final Examination

sAdditional
Information

None
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