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Catalog Description 
 

Students in this course will focus on government securi ty, i ts changing role 
in the securi ty f ield, and the increasing complexi ty of the tasks that 
government managers face today.  Focus of study is on the threats to 
government due to technology advancements, heightened concerns for the 
safety of personnel in facili ties, the complexi ties of increased 
globalization, and the myriad of laws and regulations designed to maintain a 
balance between securing the country and maintaining i ts ci tizensÕ rights.  
Students will have an opportuni ty to analyze and discuss new endeavors by 
government to secure i ts insti tutions and i ts people. 

Prerequisites 
 

SECR 5000 

Course Level 
Learning Outcomes 
 
 

The following is a list of the objectives for the course.  
 
At the conclusion of this course, the student will be able to: 1. 
Demonstrate the abili ty to properly wri te, prepare and submit a logically 
organized wri ting project.  This wri ting effort must demonstrate the abili ty 
to communicate, in wri ting, at the graduate level.  2. Understand the 
policies and procedures used in the management and administration of the 
securi ty function for any federal asset.  3. Identify, define, and understand 
possible threats to our National Securi ty and develop countermeasures to 
mi tigate these threats.  4. Understand and apply the appropriate laws and 
federal guidelines to make unbiased determinations to allow access to 
government facili ties and/or classified information/technology.  5. Analyze 
information, events and other elements to identify suspicious acts or 
misuse of US government information technology systems.  6. Understand 
and differentiate between the governmentÕs need for securi ty measures and 
the requirement to preserve the individualÕs Civil Rights.  7. Cri tique the 
Patriot Act. 

Materials 
 

No Text r equired. Download fr om Internet 

Grading 
 

The final grade will be weighted as follows:  
 
Class Participation -10%  
Mid-Term Exam -30%  
Research Paper -30%  



 

Final Exam -30%  
 

A = 94-100 points A- = 90-93 points 
B+ = 87-89 points B = 84-86 points  
B- = 80-83 points  
C = 70-79 points  
F = 69 points or less I = Incomplete  
 
The GRADUATE catalog provides these guidelines and grading options:  
 
A/A - Superior graduate-level performance  
 
B+/B/B - Satisfactory graduate work  
 
C Work that is barely adequate as graduate work (B- or better). A grade of ÒCRÓ 
is reserved for courses designated by a department, involving internships, a 
thesis, practicums, or specified courses.   
 
F Work that is unsatisfactory  
 
I Incomplete work  
 
ZF An incomplete which was not completed within one year of the end of the 
course.  ZF is treated the same as an F or NC for all  cases involving G.P.A., 
academic warning, probation, and dismissal.   
 
IP In progress  
 
NR Not reported  
 
W Withdrawn from the course. 
 

Activities 
 

Course Requirements: Completion of the following course requirements will 
indicate the individual's ability to perform at the graduate level.  
 

A. Examinations: Mid-term and Final examinations will consist of 
essay-type questions. Makeup exams may be different from the 
original exam. Failure to complete ei ther exam will result in a score 
of "0" (zero) for that exam. In this course, students will take two 
exams (Mid-term and Final exams). 

 
B. Research Paper: Students will prepare a research paper focusing on 

a current controversial securi ty related topic. a. The instructor will 
review these proposals and reply to each student regarding the 
approval of the topic and proposed research methods.  b. These 
proposals will also provide the instructor an early opportuni ty to 
discuss each studentÕs wri ting style and possible actions needed by 
the student to improve their wri ting skills. c. The research paper 
will be due in Week #8. i. Papers will be 8-10 double-spaced typed 
pages in length and will adhere to the Publications Manual of the 
American Psychological Association (APA) stylistic guidelines. All 
papers must include an Abstract and a Table of Contents. i i. Cover 
pages and reference list pages do not count in the 810-page count. 
iii. Points will be deducted for papers that are too short, and for 
papers that are too long. iv. Plagiarism will not be tolerated. v. 



 

Proper credi t must be given to all sources.  
 

C. Class Participation: Class participation will be a critical factor in 
assigning the f inal grade. i. Students are expected to participate in 
discussions and assignments. ii. Students are expected to be familiar 
with the assigned materials prior to each week and participate in 
the intelligent and sound discussions on the subject. iii. The success 
of this class depends upon the participation and involvement of the 
students. iv. Student participation will be measured by evaluating 
the weekly discussions. 

Policy Statements: 
University Policies 
 

 
 
University policies are provided in the current course catalog and course 
schedules.   They are also available on the university website. This class is 
governed by the universityÕs published policies. The following policies are 
of particular interest:  
 
Academic Honesty 

The university is committed to high standards of academic honesty. 
Students will be held responsible for violations of these standards. 
Please refer to the universityÕs academic honesty policies for a 
definition of academic dishonesty and potential disciplinary actions 
associated with it.  

 
Drops and Withdrawals 

Please be aware that, should you choose to drop or withdraw from 
this course, the date on which you notify the university of your 
decision will determine the amount of tuition refund you receive. 
Please refer to the university policies on drops and withdrawals 
(published elsewhere) to find out what the deadlines are for dropping 
a course with a full refund and for withdrawing from a course with a 
partial refund. 

 
Special Services    

If you have registered as a student with a documented disability and 
are entitled to classroom or testing accommodations, please inform 
the instructor at the beginning of the course of the accommodations 
you will require in this class so that these can be provided.  

 
Disturbances 

Since every student is entitled to full participation in class without 
interruption, disruption of class by inconsiderate behavior is not 
acceptable. Students are expected to treat the instructor and other 
students with dignity and respect, especially in cases where a 
diversity of opinion arises. Students who engage in disruptive 
behavior are subject to disciplinary action, including removal from 
the course. 



 

 
Student Assignments Retained 

From time to time, student assignments or projects will be retained 
by The Department for the purpose of academic assessment.   In 
every case, should the assignment or project be shared outside the 
academic Department, the student's name and all identifying 
information about that student will be redacted from the assignment 
or project.  

 
Contact Hours for this Course 

It is essential that all classes meet for the full instructional time as 
scheduled.   A class cannot be shortened in length.   If a class session 
is cancelled for any reason, it must be rescheduled. 
 

Course Policies None 

Weekly Schedule Pre-Assignment for Week 1 
 
Procure, and be prepared to brief the class on, a current event article 
relating to securi ty f rom a global standpoint.  
 
Week I (Reading assignment prior to class: A Case Study in Trade Secret 
Theft http://www.hanford.gov/oci/maindocs/ci_i_docs/fourpillars.pdf ) An 
overview of the management practices necessary to secure federal 
information and facili ties. Instruction will cover programs used to insure 
the safety of personnel and facili ties. 
 
Week II (Reading assignment prior to class: Adjudicative Desk Reference 
(ADR) http://www.smdc.army.mil/ADR/intro/introT.htm#1. 
http://www.whitehouse.gov/omb/memoranda/fy2006/m06-21.pdf) Explain 
and discuss federal adjudicative policy and the thirteen associated 
adjudication guidelines. Instruction presents each guideline to include: basis; 
disqualifying factors; mitigating factors; relationship to other guidelines. 
Instruction includes a Practical Exercise. 
 
Week III (Reading assignment prior to class: Executive Order 
12958 http://www.fas.org/sgp/clinton/eo12958.html “Classif ied 
National Security Information”, Executive Order 12968 
http://www.fas.org/sgp/clinton/eo12968.html “Access to Classified 
Information) Discussion on securi ty education with emphasis placed on 
government agencies securi ty survival skills.  
 
Week IV (Research Paper Topics Due. Reading assignment prior to 
class:  
http://www.hq.nasa.gov/off ice/ospp/securi tyguide/Treason/Insider.htm The 
Insider Espionage Threat -ÒWe have met the enemy and he is usÓ  
https://www.cia.gov/csi/studies/vol48no3/article08.html  



 

Explanation of the procedures required to grant securi ty clearances from 
interim to f inal. Emphasis will be placed on indicators in a personÕs 
background that may make the individual potentially vulnerable to 
coercion, exploi tation, or pressure. 
 
Week V (Reading assignment prior to class: 
http://www.usdoj.gov/oip/privstat.htm )Examination of information 
available to individuals and the special emphasis on the right to privacy by 
individuals in all respects. Emphasis will be placed on the public release 
policy. Discussion on securi ty violations and misuse of information 
technology systems. ¥ Mid-term exam covering the material in Week One 
through Four will be conducted at the beginning of this lesson.  
 
Week VI (Reading assignment prior to class: Read at least eight 
cases listed on this website: 
http://www.defenselink.mil/dodgc/doha/industrial/2001.html 
http://www.dod.mil/dodgc/doha/industrial/) Explanation of the due 
process laws and procedures for the securi ty program. Discussions will 
include: the minimum requirements of due process, role of the securi ty 
specialist in due process procedure, suspension (if applicable), and CAF 
relationship in due process, appeals and reinstatement if applicable.  
 
Week VII Student Presentations. (Reading assignment prior to 
class: ÒUse of Polygraph Examinations in the  Department of 
Justice http://www.usdoj.gov/oig/reports/plus/e0608/results1.htm. 
and ÒThe Final Step In Risk ManagementÓ.)  
 
Week VIII Student Presentations. Research Paper Due. (Reading 
assignment prior to class: Videotape: ÒPersonal Conduct, Foreign 
Contacts, and Financial IssuesÓ ¥ Course wrap-up. Week 9: ¥ Final exam 
covering the material in weeks two through eight will be conducted at the 
beginning of this class. 
 

Additional 
Information 

 

 


