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Catalog Descr iption 
 

This course focuses on the application of security knowledge and 
techniques to the protection of business and organizational assets.  The 
security planning process is examined through the study of risk analysis, 
security surveys, and financial planning and decision making for 
development of security programs and countermeasures. 
 

Prerequisites 
 

Successful completion of SECR 5000.  With the instructor’s prior approval, 
this prerequisite may be waived for students who wish to take this course 
concurrently with SECR 5000 or students from other programs who take 
this course as an elective. 
 

Course Level 
Learning Outcomes 
 
 

 Upon successful completion of this course, students should be able to: 
   a. demonstrate an understanding of overarching concepts in asset 
protection considering the nature, operations, environment and needs of 
the target organization 
   b.  articulate the broad range of business asset protection applications 
   c.  apply methods of multi-discipline threat definition, vulnerability 
assessment and countermeasure planning 
   d.  articulate and apply the concepts of risk analysis and risk 
management as relevant to security and assets protection 
   e.  effectively analyze contemporary issues related to corporate and 
organizational asset protection 
 

Mater ials 
 

Required Text:  Fennelly, Lawrence J., Editor, Handbook of Loss 
Prevention and Crime Prevention, Fourth Edition, Elsevier Butterworth-
Heinemann , 2004 
Supplemental Reading:  Instructor Provided Material (IPM) as assigned. 
Recommended Reading: Broder, James F., CPP, Risk Analysis and the 
Security Survey, Third Edition, Butterworth-Heinemann, 2006 
 
  

Grading a.  A take-home final exam consisting of short-essay questions will be 



 

 

 administered.  It is the responsibility of each student to ensure that 
he/she completes the exam and delivers it to the instructor as required. 

   b.  Each student will participate in a group project demonstrating 
application of security survey and risk analysis principles.  Results of the 
project will be reported in writing and presented orally to the class, and 
also to the project “client.”  Each student will contribute to both oral and 
written products.  The products will meet standards identified by the 
instructor.  In special circumstances, an individual project may be 
substituted for the group project subject to instructor approval. 
   c.  Each student will make a 5-10 minute oral presentation on a "current 
news" item relevant to the class.  Presentations will be made at the 
beginning of selected class sessions. 
   d. The final grade will be weighted as follows: 
           Class Participation                   15% (discussions, scenarios, etc.) 
           Current News Presentation      5% 
           Student Project     35% 
           Final Exam      45%  
 

Activities See “Weekly Schedule.” 
Policy Statements: 
University Policies 
 

University policies are provided in the current course catalog and course 
schedules.   They are also available on the university website. This class is 
governed by the university’s published policies.  
  

Course Policies Incoming Student Competency:  In addition to having successfully 
completed SECR 5000, each student is expected to perform graduate-level 
work, understand basic security management principles and be able to 
apply appropriate knowledge and techniques to real-world situations.  
Students should have the capability to compile professional reference 
material, analyze its contents, draw conclusions and present them in both 
written and oral form.  
 

Weekly Schedule Week 1.   Introduction, Project Discussion and Asset Identification 
Activity:   Course organization, grading and expectations 
        Student Introductions 
        Group Discussion and exercise scenario introduction 
                  Video:  “The Critical Link” 

 Reading Assignment:  Chapter 1; and Instructor Provided Material   
 
Week 2.   Threat Definition; Physical Security Overview; 

Transportation Security; Retail Security  
Activity:  Current News Presentation 

     Group Discussion, Scenario and Lecture 
     Video:  “Wounding From Within” 

Reading Assignment:  Chapters 4, 8, 17, and 19; and IPM  
        

Week 3.   Security Survey Methodology; Asset Protection Planning and 



 

 

Management; Vulnerability Assessment; Hospital Security  
Activity:  Current News Presentation 

     Group Discussion, Scenario and Lecture  
     Guest Speaker (if available): Hospital Security 

Reading Assignment:  Chapters 3 (scan), 23, 30 and 31; and IPM 
 
Week 4.   Risk Analysis and Management; Lodging Security;   
                        Campus Security 

Activity:  Current News Presentation 
     Group Discussion, Scenario and Lecture 
     Guest Speaker (if available): Lodging Security 

Reading Assignment:  Chapters 18, 21 and 22; and IPM  
 
Week 5.   Risk Mitigation Strategies  

Activity:  Current News Presentation 
     Group Discussion and Lecture  
     Guest Speaker (if available):  Security Systems  
     Project Status Review; Video: “P&G Security” 

Reading Assignment:  Chapters 2, scan Chapters 7 and 10-15; IPM  
 

Week 6.   Security as a Business Function; Other Industry Sectors 
Activity:  Current News Presentation 

     Group Discussion, Scenario and Lecture  
    Video: “Insider Betrayal” 

             Reading Assignment:  IPM 
 
Week 7.   Project Preparation 

Activity:  Class Project Activity (no formal class meeting) 
                 Student Group Meetings 
 

Week 8.   Wrapping it up - What Does It All Mean? 
Activity:  Group Discussion  

     Contemporary Issues in Assets Protection (TBD) 
     Video: “Security Insights: The Case for Security”  

Reading Assignment:  Chapters 27 and 28; and IPM   
 

Week 9.   Project Presentations and Discussion 
Activity:   Student Project Presentations  

                              Final Exam Turn In 
 

Additional 
Information 

Notes on Achieving Objectives:  The course addresses four inter-related 
topics: Risk Management Concepts, Assets Protection in Different 
Settings, Mitigation Strategies, and Security as a Business Function.  The 
material presented each week will represent a deliberate and relevant 
combination of the four topics.  Learning Outcomes ‘a’ through ‘d’ are 
accomplished throughout the entire course.  They are demonstrated using 



 

 

a “business scenario” which is based on real-world situations and 
requires students and/or student teams to respond to various 
inputs/developments which impact the assets protection posture of the 
notional company.  The Learning Outcomes are measured primarily 
through a class project which is performed in teams and involves the 
conduct of a real-world risk assessment for a business, organization or 
facility.   
 
Learning Outcome ‘e’ is also addressed throughout the course, but 
receives emphasis in Week 8.  The specific topics discussed will vary 
according to current issues which face corporate and government security 
directors and are in the forefront of their day-to-day challenges.  
Understanding of the material related to outcome ‘e’ is measured through 
participation in student discussions and on the final exam.     
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