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	Catalog

Description
	This course focuses on the analysis and management of information and information systems security including processes, technology, and facilities. 

	Prerequisites
	ITM 5000 – Information Technology Management - Overview



	Course Level Learning Outcomes
	After completing this course, students will:

· know and understand the important technical and management terminology, concepts, principles, techniques, and theories related to the technical aspects of information and communications security management.

· be able to effectively apply important technical and management concepts, principles, practices, techniques, and theories needed to critically analyze an organization’s information and communications security requirements. 

· be able to effectively apply important technical and management concepts, principles, practices, techniques, and theories needed  to design and recommend appropriate security solutions.

· be able to effectively apply important technical and management concepts, principles, practices, techniques, and theories needed  to manage the implementation and on-going administration of  recommended security solutions.

	Course

Materials
	Management of Information Security
M. Whitman and H. Mattord
Course Technology, 2004
ISBN  1-4239-0130-4

	Grading
	The following scale will be used to determine the final course grade:

· Midterm Examination
             
25%

· Final Examination

25%

· Class Projects/Exercises

25%

· Class Participation                            10%

· Paper/Presentation

15%

South Carolina regional scale will be used:

A
96 - 100

A-
90 - 95

B+
87 - 89

B
84 - 86

B-
80 - 83

C
70 - 79

F
  0 - 69

	Activities
	· Short lectures 

· Facilitated discussion of assigned readings

· Short, moderately complex cases and exercises

· Term (research) paper/presentation 

· Midterm and final exams



	Policy Statements:

University Policies
	University policies are provided in the current course catalog and course schedules.   They are also available on the university website. This class is governed by the university’s published policies. The following policies are of particular interest: 

Academic Honesty

The university is committed to high standards of academic honesty. Students will be held responsible for violations of these standards. Please refer to the university’s academic honesty policies for a definition of academic dishonesty and potential disciplinary actions associated with it. 

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw from this course, the date on which you notify the university of your decision will determine the amount of tuition refund you receive. Please refer to the university policies on drops and withdrawals (published elsewhere) to find out what the deadlines are for dropping a course with a full refund and for withdrawing from a course with a partial refund.
Special Services   

If you have registered as a student with a documented disability and are entitled to classroom or testing accommodations, please inform the instructor at the beginning of the course of the accommodations you will require in this class so that these can be provided. 

Disturbances

Since every student is entitled to full participation in class without interruption, disruption of class by inconsiderate behavior is not acceptable. Students are expected to treat the instructor and other students with dignity and respect, especially in cases where a diversity of opinion arises. Students who engage in disruptive behavior are subject to disciplinary action, including removal from the course.

	Course Policies
	Attendance at all class sessions is expected.

Late assignments will be accepted if prior arrangements have been made with the instructor, but will be given reduced points based upon the number of class sessions it is late.

	Weekly Schedule
	Week 1       

· Introduction and Review of syllabus

· Introduction to the Management of Information Security – Section I (Selected readings form Chapter 1 of the text ) 

· Discussion about term paper/presentation

Assignment for Week 2:

· Class Project/Exercise 1

· Readings from Chapters 2 through 3 

Week 2       

· Planning (security and contingency) – Section II  (Selected readings form Chapters 2 and 3 of the text ) 

·  Submission/discussion of Exercise 1

Assignment for Week3:

· Class Project/Exercise 2
· Readings from Chapters 4 and 5 

Week 3       

· Policy and Programs (Security Policy and Developing security Programs) – Section III  -   (Selected readings form Chapters 4 and 5 of the text ) 

·  Submission/discussion of Exercise 2

Assignment for Week4:

· Class Project/Exercise 3
· Readings from Chapter 6
Week 4       

· Policy and Programs (Security Management Models and Practices) – Section III  -   (Selected readings form Chapter6 of the text ) 

·  Submission/discussion of Exercise 3

· Completion of Midterm Examination (Chapters 1 through 5)

Assignment for Week5:

· Class Project/Exercise 4
· Readings from Chapters 7 and 8
Week 5       

· Protection (Risk Management – Identifying, assessing, and controlling Risk, Protection mechanisms ) – Section IV  -   (Selected readings form Chapters 7 and 8 of the text ) 

·  Submission/discussion of Exercise 4

Assignment for Week6:

· Class Project/Exercise 5
· Readings from Chapter 9
Week 6       

· Protection (Risk Management – Identifying, assessing, and controlling Risk, Protection mechanisms ) – Section IV  -   (Selected readings form Chapter 9 ) 

·  Submission/discussion of Exercise 5

Assignment for Week6:

· Class Project/Exercise 6
· Readings from Chapters 10 and 12
Week 7       

· People and Projects (Personnel, Security, and Project Management – Identifying, assessing, and controlling Risk, Protection mechanisms ) – Section V  -   (Selected readings form Chapters 10 and 12 ) 

·  Submission/discussion of Exercise 6

Assignment for Week 8:

· Class Project/Exercise 7
· Term Paper Presentation
Week 8       

· Term Paper Presentation

· Submission/discussion of Exercise 7

Assignment for Week 9:

· Final Examination (Chapters 6, 7, 8, 9, and 12)
Week 9       

· Final Examination (Chapters 6, 7, 8, 9, and 12)    

	Additional Information
	This syllabus may be revised at the discretion of the instructor without the prior notification or consent of the student.
REVIEWED/APPROVED BY Dr. Sylvia E. Myers Faculty Coordinator

drsylviamyers@aol.com



 
