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Email: varma@campbell.edi¥V)

Catalog Description

This course focuses on the analysis and management of information
information systems security including processes, technology, and
facilities.

Prerequisites

ITM 5000 BInformation Technology Managemen®verview

Course Level
Learning Outcomes

After completing this course, students will:

¥ know and understand the important technical and managemen
terminology, concepts, principles, techniques, and themiated
to the technical aspects of information and communications se
management.

¥ Dbe able to effectively apply important technical and manageme
concepts, principles, practices, techniques, and theories needs
critically analyze an organization@®rmation and
communications security requirements.

¥ Dbe able to effectively apply important technical and manageme
concepts, principles, practices, techniques, and theories needs
design and recommend appropriate security solutions.

¥ be able to e#ctively apply important technical and managemen
concepts, principles, practices, techniques, and theories needs
manage the implementation andg@eing administration of
recommended security solutions.

Materials

REQUIRED TEXT: Managaentof Information &curity, 2nd Edition,
2008, Whitman, Course TechnologéSBN: 1-4239-0130-4.

To order: Call MBS Direct at-800-325-3252 or by Internet:
http://www.mbsdirect.net.

USE OF THE WEBSTER LIBRARY IS ENCOURAGED:

EdenWebsterlLibrary at http://library.webster.edu. Go to Databases &
Internet Resources: then to Online/full text Databases or




http://www.webster.edu/webmain2.html and then go to Library Resou
then to Online/full text Databases.

Grading

The GRADUATE catalog provides these guidelines and grading options:

A/A- Superior graduate work

B+/B/B- Satisfactory graduate work

C Work that is barely adequate as graduevel performance

CR Work that is performed as satisfargt graduate work (Bor better). A
grade of "CRO is reserved for courses designated by a department, involvir]
internships, a thesis, practicums, or specified courses.

F Work that is unsatisfactory

I Incomplete work

ZF Anincomplete which was not epleted within one year of the end of the
course. ZF is treated the same as an F or NC for all cases involving G.P.A.,
academic warning, probation, and dismissal.

¥ TP Inprogress

¥ NR Notreported

¥ W Withdrawn from the course

K K K K

K K K

COURSE REQUIRMENTS: PERCENT OF GRADE
A. Mid-Term Exam 5%3

B. Final Exam 35%

C. Case Studies (2) 20%

D. Oral Presentation 0%

E. Homework 10%

Grade Distribution for this course is as follows:

100 - 95 A
94 - 90 A-
89 - 87 B+
86 - 84 B
83 - 80 B-
79 - 75 C
Below 75 F

NOTE: Students using Tuition Assistance (TA) are responsible for
ensuring that all Incomplete (1) work is completed within 120 days fror
the end of the course. If the work is not congdeind a grade awarded,
the military will take action to recover their TA payment from your pay

Students are responsible for ensuring that all grades of Incomplete (I)
been changed prior to petitioning to graduate.

ACADEMIC REVIEW PROCEDURE: Gides of B or higher may not b¢
appealed. The appeal process begins with the instructor. If further rg
is warranted, a written request outlining the issue should be submitteq
the Academic Advisor.




Activities

Incoming Competency Expected By Instructor
Students should have successfully completed the requisite-I&@£(
course in their discipline. Familiarity with the operation of computers
productivity software is required. Basic understanding of informa
system and its componenssessential for the successful completion of
course. It is highly recommended that students should have ta
computer and information systems literacy course. They should alsd
communications skills (written and oral) commensurate with gtadeeel
academic requirements. Analytical and managerial decision making
will also be helpful.

Mid-term Exam (35%)

Mid-term exam consists of Chapters 1, 2, 3, 4, 5, and 6.
Format for midterm examMultiple Choice

Weight given to mieterm exam: 8%

Maximum Time Limit: 2 hours 30 minutes

Final Exam (35%)

Final exam consists of Chapters 7, 8, 9, 10ahd12.
Format for final examMultiple Choice

Weight given to final exam: 35%

Maximum Time Limit: 2 hours 30 minutes

Case Studies (20%)

Two information systems security case stud@@no of total grades) woul
be assigned to the students at the beginning of semester. Instructiong
be given to analyze these cases with respect to IS security
implementation of IS security architecture, ahd recommendations fg
information security systems developmédfihal repors of these cases a
due inweek9.

Topics forCase Studies

Strategic Planning for Information System Security
Business Recovery Planning and Management

Right to Privacyersus Freedom of Information
Information System Security Audit In A Corporate Environment
Client-Server Systems Security

Distributed Database Security

Data Security through Cryptography

Planning for 2000: Redesigning IS Security Infragtites
Case Study: UNIX Security

10. Behind The Firewall

11. Internet Security for Management

12. Open Systems Security

13. Case Study: Kerberos

14. Building A Securitylncident Response Team

15. Data Encryption Standards (DES)

16. Case Study: NetWare Setty

17. Case Study: Lotus Notes Security
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18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.

Re-engineering Information Security System

Disaster Recovery Planning System

E-mail Security

Corporate Security Awareness Program

Understanding Protocols and Their Security Implications
Enterprise Security in A Multplatform Environment

Trusted Systems in Government

Virus Attacks and Recovery Plan

Password Management and Key Distribution in Communications Security
Biometrics Systems in Authentication Process

Pretty GoodPrivacy (PGP)

Employee Training Program For Corporate Security
Selling Management on Information Security

Computer Crime and Punishment

Internet: Security Issues for Commercial Users

Public Key Cryptography

Risk Analysis for Corpota Systems

Corporate Virus Protection Strategies

Case Study: Auditing and Security of AS/400 Systems
Applications of Cryptography

Managing Info Security through Integrated Risk Management Strategy
Case Study: Frame Relay Security

Secure Electronic Messaging

Management of Software Resources

Development of Business Department Recovery Plans
Case Study: TCP/IP Security

Mainframe Security versus Network Security

Evaluation of Biometrics Systems in Corporate Security
Security of Trandorder Data Flow

Investigating Computer Crime

The Orange Book: Trusted Computer System Evaluation Criteria
The Green Book: Password Management Guidelines

The Red Book: Trusted Network Interpretation

Common CriteriéStandards

Intrusion Detection Systems (IDS)

Intrusion Prevention Systems (IPS)

Homeland Securit strategic planning for information security
Homeland Securit®critical infrastructure protection

Threat Prediction Tools

SAML b Searity Assertion Markup Language
E-Commerce Securitfpsecure payment processing
E-Commerce Securit® secure database access
Web-based Applications Security

Wireless Technology and its impact on Enterprise Security
Vulnerability Assessient of Wireless Networks

Proactive Security Model in a Dynamic Enterprise
Security Attributes of Information Compliance Management
Network Security Auditing

Common Criteria and Security Standardization Process
Protecting Corporate Nwbrks from Phishing Attacks
Managed Security Services

Ethical Hacking

Windows XP Security Model

Deployment of Honeypots

Implementation of ISO17799 (BS7799)

Virtual LAN Security
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74. Integration of Security in windowlsased applicatins
75. Windows .NET Security Architecture

Homework (10%)

Homework questions would be assigned from the textbook as well ag
the Internet. All homework assignments diee in weekd. All turned-in
assignments will beeatlytyped (wordprocessedand printed with letter
quality type. Students failing to present the information completely, n
and in the prescribed format will receive minimal credit for their w,
Students should double check for spelling and grammar before subr
assignmets.

Additional Student Reading
Some handouts may be provided to the students throughout the se
Students are responsible to study them as additional learning units.

Policy Statements:
University Policies

University policies are provided in the current course catalog and cou
schedules. They are also available on the university website. This cl
governed by the universityOs published policies. The fiolippolicies are
of particular interest:

Academic Honesty
The university is committed to high standards of academic hone
Students will be held responsible for violations of these standarq
Please refer to the universityOs academic honesty pabices f
definition of academic dishonesty and potential disciplinary actidg
associated with it.

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw fr
this course, the date on which you notify the university of your
decisionwill determine the amount of tuition refund you receive.
Please refer to the university policies on drops and withdrawals
(published elsewhere) to find out what the deadlines are for dro
a course with a full refund and for withdrawing from a courigk &
partial refund.

Special Services
If you have registered as a student with a documented disabilit
are entitled to classroom or testing accommodations, please in
the instructor at the beginning of the course of the accommoda
you will require in this class so that these can be provided.

Disturbances
Since every student is entitled to full participation in class withod
interruption, disruption of class by inconsiderate behavior is not
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acceptable. Students are expected to treat ttrectr and other
students with dignity and respect, especially in cases where a
diversity of opinion arises. Students who engage in disruptive
behavior are subject to disciplinary action, including removal fro
the course.

Course Policies

MA-INTEGRATED STUDIES 6000: Students should begin thinking
about their 6000 capstone projects early in their program. Discussion
your instructor and the mentor for your program area are encouraged
approved project is required to enroll in thestane course. Group
projects are encouraged, but individual projects also meet the require
for the course.

CLASS ATTENDANCE: The following Webster University Graduate
School Policy is in effect for this course:

A. The University reserves the rigio drop students who do not atte
class the first week of the term/semester.

B. The student should notify the instructor prior to class if an abse
is anticipated and he or she should not miss more than four contact h
Makeup work will be assiged and if the absence is unexcused, it may

exceed the material presented.

C. For absences of eight hours, the instructor has the option to lo
the student's grade one letter grade and to inform the student of the a

D. If a student is absent tweh\hours or more, the instructor has the
option to assign a grade of "F" (work that is unsatisfactory) and to infg
the student of the action. It is the student's responsibility to withdraw
the course.

E. For excused absences, in extreme cases, thieanstructor
chooses to award a grade of Incomplete (I) for twelve hours missed, t
student must provide acceptable documentation to verify that the abss
were unavoidable (e.qg. iliness, military duty/TDY). The actions will be
coordinated with th&ite Director, who will ensure that the documentati
is placed in the studentOs file.

F. In all cases, without excused absences, the student should wit
from the course if he or she has more than twelve hours of absences.

ETHICS: Webster Univelty strives to be a center of academic
excellence. As part of our Statement of Ethics, the University strives
preserve academic honor and integrity by repudiating all forms of
academic and intellectual dishonesty, including cheating, plagiarism,
all other forms of academic dishonesty. Academic dishonesty is




unacceptable and is subject to disciplinary action. The University ress
the right to utilize electronic databases, such as Turnitin.com, to assis
faculty and students with their academioriu

Weekly Schedule

Week1

a. Syllabus and course requirements explained

b. Introduction to Management of Information Security (Chapter 1)
c. Planning for Security (Chapter 2)

Week?2
a. Planning for Contingencies (Chapter3)
b. Security Policy (Chaptet)

Week3
a. Developing Security Programs (Chapter 5)
b. Security Management Models and Practices (Chapter 6)

Week4

a. Mid-term Exam
b. Discussion: How ITM 5600 (Information and Communications Secy
body of knowledge would help students in 6000tgdmated studies) t
complete the project successfully.

c. Security software demo and video

Week5
Risk Assessment (Chapter 7)
Risk Management and Control (Chapter 8)

Week6
Protection Mechanisms (Chapter 9)
Personnel and Security (Chapter 10)

Week7
Law and Ethics (Chapter 11)
Security Project Management (Chapter 12)

Week8
Security Software Demo

Week9

Video Presentation

Final Exam

All homework assignments and Case Study reports are due.

DISCLAIMER: This syllabus is intended to provide a basiadtre
to this course. Adherence to this syllabus is subject to change at t}
discretion of the instructor.




Additional
Information

Highly Recommended Resources

http://csrc.nist.gov/publications/nistpubs/index.html

SP 80012 An Introduction to Computer Security: The NIST Handbook,

SP 80026 Security SelAssessment Guide for Information Technology Systel
SP 80030 Risk Management Guide for Information Technology Systems

SP 80634 Coringency Planning Guide for Information Technology Systems

COAST Project at Purdue University

University of Cambridge, Computer Security Group

Computer Security Research Center, London School of Economics
Institute for Computer Security & Telecommunications Systems Policy,
George Washington University

Laboratory for Computer Security and Security Informatics, University of
Stockholm

Naval Research Laboratory

SRI International's Computer Science Laboratory

Lawrence Livermore National Laboratory

Information Technology Laboratory

Computer Forensics and Systems Security Group

Dept. of Energy's Information Security

Dept. of Energy's Computer Security Resources

Computer and Network Security Reference Index

Computer Security Research Lab at UC Davis

NIST, Computer Security Resource Clearinghouse

International Computer Security Association (ISCA)

Office of Information Security

Computer Security Institute

IEEE Computer Society Technical Committee on Security and Privacy
USENIX & SAGE
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