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CATALOG COURSE DESCRIPTION: Students survey computer information security topics, including threat techniques and protective techniques, Risk analysis, contingency planning, password techniques, encryption, TEMPEST, network protocol, intercept devices, and NBS resource are emphasized. 
REQUIRED TEXTS:  Donald L. Pipkin, Information Security:  Protecting the Global Enterprise.   Prentice-Hall. ISBN: 0-13-017323-1

SUGGESTED SUPPLEMENTAL READINGS:  Computer journals that have security articles.

INCOMING COMPETENCY OF STUDENTS EXPECTED BY INSTRUCTOR: 

A general understanding of how computers work, the ability to work with personal computers and the ability to perform at the graduate level. The student should have the capability to write and think about complex issues and problems. Student should have completed COMP 5000. Student should also:

· have knowledge of how to use browsers, such as Netscape or Explorer. 

· know how to use the Internet as a research tool. 

· be able to download information from the WWW. 

· have a good knowledge of word processing and presentation software such Microsoft Word and PowerPoint. 

COURSE STATEMENT OF OBJECTIVES:  

After completing this course the student will be able to: 

· Understand and use the basic concepts of computer security, including protocols and access controls.  

· Develop an understanding of authentication mechanisms, digital signatures, policies and procedures.  

· Prepare a security plan to include business impact analysis, risk analysis, disaster planning and business continuity.  

· Become familiar with computer crime and the laws.  

· Explore issues involving encryption and network security.  

· Explore techniques for responding to security incidents.  

· Improve student critical thinking skills using analysis, synthesis and evaluation.

SCHEDULE OF REQUIRED READINGS, CLASS PREPARATIONS AND ASSIGNMENTS, LECTURES, DISCUSSIONS, STUDENT PRESENTATIONS, AND EXAMS:

All cases and problems should be completed before class and handed in at the end of the class period they are due.  Late submissions after the class discussion will lose 15 points for each class they are late.  

	WEEK 1 
	PREPARATION FOR CLASS Read first 26 Pages PLUS Chapters 1-4 of the textbook.  Prepare written questions on Chapters 1-4, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.
CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.

	WEEK 2 
	PREPARATION FOR CLASS Read Chapters 5-8 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.

	WEEK 3 
	PREPARATION FOR CLASS Read Chapters 9-12 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations. 

	WEEK 4 
	PREPARATION FOR CLASS Read Chapters 13-16 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.

	WEEK 5
	PREPARATION FOR CLASS Read Chapters 17-20 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.  Proposals for research paper topics.
NOTE:  The research paper general requirements are below, including guidelines for selecting references.  You should use AT LEAST two references in addition to the textbook in preparing your Research Paper.

	WEEK 6
	PREPARATION FOR CLASS Read Chapters 21-24 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.  Outline approach to research paper topics.

NOTE:  Executive Presentations shall be made to the class using PowerPoint-based materials.  Each Executive Presentation shall be 15-20 minutes in length and shall present the research findings that are described and discussed in the research paper.  The Executive Presentations are to be ready for delivery in Class in Week 9.

	WEEK 7
	PREPARATION FOR CLASS Read Chapters 25-28 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.

	WEEK 8
	PREPARATION FOR CLASS Read Chapters 29-31 of the textbook.  Prepare written questions on these chapters, one question per chapter, for submittal to the instructor.  Prepare a PowerPoint presentation (10-15 minutes) on one written question.  You should use at least one reference IN ADDITION TO the textbook in preparing your written questions and presentations.  Submit your answers to questions and hardcopy of your PowerPoint presentations to the instructor.

CLASSROOM DISCUSSION TOPICS:  PowerPoint Presentations.  Expanded discussion of points raised in the presentations.  Course evaluation.

	WEEK 9
	PREPARATION FOR CLASS Final Draft of Research Paper.  Final Draft of Executive Presentation.  The Research Paper and hardcopy of the Executive Presentation are to be turned in to the instructor.
CLASSROOM DISCUSSION TOPICS:  Executive Presentations of Research Paper Topics in PowerPoint Format.  Expanded discussion of points raised in the presentations.  Course wrap-up.


RESEARCH REQUIREMENTS:  

A formal paper is required which will use secondary (literature) research, and the development of an actionable proposal related to the student’s principal work area.  Students should use the term paper guidelines on the Webster Space Coast home page under student services.  The term paper will be graded using the Guidelines for grading a paper on the home page.

The student will select one appropriate dimension and, building on appropriate research fully supported by the relevant literature, develop and actionable plan for improving work group performance regarding that dimension.  The paper should use at least one of the topics studied in the course.

The paper will indicate references using the APA style.  The term paper guideline demonstrates common type references.  If you have a reference type not covered in the term paper guidelines then the student should refer to the APA home page for assistance.

References must be from refereed journals similar to those found in Webster’s Passport electronic library.  References from newspapers and periodical magazines written for the general public are unacceptable for graduate research work.  The student must justify that a homepage is a creditable source before it can be used.  

The final student paper is due in Week 9 unless otherwise specified by the instructor.

Each student will also prepare an Executive Presentation for oral delivery to the class in Week 8 or 9 as determined by the instructor.  A single spaced, single sheet Executive Summary summarizing the research for distribution to each class member in Week 8 is suggested.
DETERMINATION OF GRADES STATEMENT:

 Determination of grades is based on the following requirements and criteria.

Work that is barely adequate for Graduate work, Minimum Grades: 70-77 or "C": 
Products (papers, case studies, projects, presentations) must be on time, in the correct format, corrected for spelling and grammar, appropriate materials included and referenced, to-the-point and on topic, and conclusions must be supported. 

Examinations (in-class and take home) must be complete, accurate, neat, evidence clear thought, and exhibit concise and to-the-point responses.

Classroom behavior in class discussions and group activities should be responsible, exhibit open communication, constructive and helpful.

Satisfactory Graduate Work, Grades of 78-90, or "B-, B, and B+":  
Products must meet the requirements stated above for minimum requirements and additionally meet professional criteria. For example, documentation should be included to support research papers, the APA format should be used consistently throughout the paper, and substantially more than the minimum number of references should be included. Presentations should be logical, organized and comprehensive.

Examinations (in-class and take home) should be organized, in-depth, comprehensive, logical and complete, and evidence thorough understanding of the subject/topic through application of principles.

Classroom behavior should exhibit very focused activity and thought on the subject/topic of discussion, be motivated, and assist in discovery of new insights and relationships concerning the subject/topic of discussion.

Superior Graduate Work, Grades of 91-100 or "A- and A": 
Products must meet all requirements stated above and additionally meet creative criteria. These criteria include unique topic or subject selection, synthesis of ideas, and evaluation of subject matter and positions found in the literature, be creative in approach, establish new relationships with ideas and provide new insights. 

Examination responses indicate insightfulness of understanding, a synthesis of information and unique ideas, and rationale for application of principles following careful analysis. 

Classroom behavior should exhibit very focused activity and thought on the subject at hand, be motivated, and assist in discovery of new insights and relationships concerning the subject/topic of discussion. An earned grade of "A" represents the best work of students accomplished in a unique and professional manner.
	COURSE REQUIREMENTS:
	% OF GRADE

	a. Textbook questions and answers
	60%

	b. Research Paper
	20%

	c. Executive Presentation
	20%


Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

	Letter Grade
	Numerical Score

	A
	96-100% (4.0) 

	A-
	91-95% (3.67)

	B+
	87-90% (3.33)

	B
	82-86% (3.0)

	B-
	78-81% (2.67)

	C
	70-77% (2.0)

	F
	69 & below (0)

	I
	Incomplete (0) 

	W
	Withdrew


In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.


Original approved by:


Dr. Calvin D. Fowler Academic Dean Space Coast Region, December 20, 2004

