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Description
	Students examine the management of information security and data-processing facilities, including thefts of data, unauthorized uses of information technology, computer viruses, and methods of protecting information, with an emphasis on networked computers. The course covers information technology laws, issues of privacy, and security planning. 

	Prerequisites
	Must be capable of graduate work.  Should have attended SECR 5000 and/or have experience in security management or have cleared attendance in advance with the instructor.

	Course Level Learning Outcomes
	After completing this course, students should have an explanation of :

· Concept of confidentiality, integrity, and availability as applied to Information Systems Security

· Authentication, authorization, and permission as applies to security policy.

· Protection theory and strategy as applied to networks, computer, and communication devices. 

· Managerial roles in securing the Information Systems environment.

· Cryptography as it applies to networking, operating systems, and data storage.

· Technical controls and devices used to achieve secure environments.

· managerial controls used to achieve secure environments

· Policy theory, application, and practice.

· Risk assessment of networked computers, networking devices, and organizational practices.

· Security models to include application development, network infrastructure, and physical facility.

· Disaster planning and disaster recover models.

· Laws and issues of privacy.

In addition, students will:

· Know and explain the important terminology, facts, concepts, principles, and theories used in the field of Business and Organizational Security Management. These will consist of the mandatory topics taught in the pre-requisite, advanced core courses, and integrative capstone course. 

· Apply the important terminology, facts, concepts, principles and theories in the field of Business and Organizational Security Management to analyze simple to moderately complex factual security situations.

· Creatively construct and implement moderately complex Business and Organizational Security Management solutions to real organizational problems using frameworks procedures, and methods derived from the individual security discipline of Information Systems Security.

· Assess the effectiveness of their solutions by quantitatively or qualitatively measuring their results against theory-based criteria and standards of performance.

· Utilize themselves as scholar-practitioners, capable of creatively synthesizing intellectual explanation of security models with methodological competencies and experience-based perceptual skills and judgment.

	Materials
	REQUIRED TEXT:  Michael E. Whitman, Herbert J. Mattord: Principles of Information Security, Second Edition, Thomson Course Technology, 2005, ISBN 0619216255

SUPPLEMENTAL READINGS:  Articles in the fields of Information Security contained in current magazines and newspapers, business publications, the Internet, other textbooks, and professional journals should be brought to class for discussion of related trends and activities.  

	Grading
	Your course grade will be based on your scores on your class participation/facilitation, examinations, research paper, and your contribution of supplemental reading for class discussions.  These different components will be weighted as follows:

COURSE REQUIREMENTS:
% OF GRADE
a.  Midterm Examination

10%

b.  Final Examination

10%

c.  Research Paper

30%

d.  Homework & Supplemental reading
25%

e.  Class Participation/Facilitation

25%

CLASS PARTICIPATION/FACILITATION:  This class requires extensive reading and research conducted prior to each class.  Students will be evaluated on their preparation, contribution and facilitation of class discussions on weekly course subject matter. Absences from scheduled class sessions and failure to adequately prepare for discussions or class activities will result in a reduction of their score in this course requirement.
EXAMINATIONS: Both examinations will be of the essay category covering the major topics presented in the text, supplemental material, and lecture/discussion topics.

RESEARCH REQUIREMENT: Students will be required to complete a research paper which should be a minimum of 12 pages and a maximum of 15 pages of text, typed double spaced, in accordance with the Webster University, Space Coast Campus Guidelines for Writing a Research (Term) Paper and APA format. The students will select one or more topic(s) discussed in the text and 1) research the topic(s) in greater detail than that accomplished by the author, 2) present the benefits and constraints when such topics are implemented in a fictional organization that is concerned with information and/or communication security, and 3) prepare a proposal for implementing security protecting information/communications in that organization, or to comply with the current security laws. 

Class Presentation:  A PowerPoint presentation of the research topic will be prepared and presented to the class.  The class presentation will be supported by electronic projection (Microsoft® PowerPoint®) that highlights the student’s research.
HOMEWORK AND SUPPLEMENTAL READING REQUIREMENT:  Students will be evaluated on their contribution of supplemental readings related to the weekly course subject matter.  Weekly supplemental reading is required by each student to augment or counter course material. Supplements will be discussed as time permits and a copy of the selected readings will be handed in with homework assignments beginning Week 1.
Homework questions will be assigned according to the syllabus.  The questions will be answered in a professional manner and will be preceded by a formal cover sheet in accordance with Webster Research Paper guidelines.  Response may be copied from the book, with additional insight provided by the student from the supplemental reading or from personal experience.  Homework must be submitted via e-mail on the due date if a student is not in class.
Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

Letter Grade
Numerical Score
A

96-100% (4.0) 

A-

91-95% (3.67)

B+

87-90% (3.33)

B

82-86% (3.0)

B-

78-81% (2.67)

C

70-77% (2.0)

F

69 & below (0)

I

Incomplete (0) 

W

Withdrew



	Activities
	This class will involve a combination of lecture and whole group and small group discussions.  Students will see relevant applications to help them understand the conceptual frameworks and see how these ideas relate to the real world of organizations.  Therefore, the use of supplemental readings and other vehicles to serve as points of the application of the weekly concepts and theoretical material presented in the book is a key activity. 

Since the ability to organize one’s thoughts and express them in clear and cogent prose is an important skill for the graduate student, a course term paper and presentation assignment will be completed.  

	Policy Statements:

University Policies
	University policies are provided in the current course catalog and course schedules.   They are also available on the university website. This class is governed by the university’s published policies. The following policies are of particular interest: 

Academic Honesty

The university is committed to high standards of academic honesty. Students will be held responsible for violations of these standards. Please refer to the university’s academic honesty policies for a definition of academic dishonesty and potential disciplinary actions associated with it. 

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw from this course, the date on which you notify the university of your decision will determine the amount of tuition refund you receive. Please refer to the university policies on drops and withdrawals (published elsewhere) to find out what the deadlines are for dropping a course with a full refund and for withdrawing from a course with a partial refund.
Special Services   

If you have registered as a student with a documented disability and are entitled to classroom or testing accommodations, please inform the instructor at the beginning of the course of the accommodations you will require in this class so that these can be provided. 

Disturbances

Since every student is entitled to full participation in class without interruption, disruption of class by inconsiderate behavior is not acceptable. Students are expected to treat the instructor and other students with dignity and respect, especially in cases where a diversity of opinion arises. Students who engage in disruptive behavior are subject to disciplinary action, including removal from the course



	Course Policies
	Attendance at all class sessions is expected.

Late weekly write-ups and written case assignments will be accepted if prior arrangements have been made with the instructor, but will be given reduced points based upon the number of class sessions it is late.

	Week 1 Schedule
	PREPARATION FOR CLASS: 
Read Chapter 1 and Chapter 2. Complete homework assignment with appropriate article(s).

CLASSROOM DISCUSSION TOPICS:  
Overview of information security and need for security.

Complete Review Questions Ch 1: 1, 5, 6, and 11
Complete Review Questions Ch 2:  1, 4, 12, and 14

Find an article that mentions threats to Information Security 

	Week 2 Schedule
	PREPARATION FOR CLASS:  
Read Chapter 3 and Chapter 4. Complete homework assignment with appropriate article(s).

CLASSROOM DISCUSSION TOPICS:

Legal Issues and Risk Management

Complete Review Questions Ch 3: 8, 10, 11, 12, 14
Complete Review Questions Ch 4: 1, 5, 7, 10, and 12

	Week 3 Schedule
	PREPARATION FOR CLASS:  
Read Chapter 5 and Chapter 6. Complete homework assignment with appropriate article(s).

CLASSROOM DISCUSSION TOPICS: 

Planning for Security and Security Technology

Complete Review Questions Ch 5: 1, 4, 7, 10, and 18
Complete Review Questions Ch 6: 1, 9, 16, and 20

	Week 4 Schedule
	PREPARATION FOR CLASS:  
Read Chapter 7 and Chapter 8. Complete homework assignment with appropriate article(s).

CLASSROOM DISCUSSION TOPICS:  

Class Focus on Project Preparation

Complete Review Questions Ch 7:  2, 3, 6,  and 10
Complete Review Questions Ch 8:  8, 9, 19, and 20

	Week  5 Schedule
	PREPARATION FOR CLASS:  
Study for Mid-term Examination, Chapters 1 through 8

CLASSROOM DISCUSSION TOPICS: 

Mid-term Examination 
Lecture Chapters 7 and 8  - Security Technology and Cryptography

	Week 6 Schedule
	PREPARATION FOR CLASS:  
Read Chapter 9 and Chapter 10. Complete homework assignment with appropriate article(s).

CLASSROOM DISCUSSION TOPICS:  

Class Focus on Project Preparation

Complete Review Questions Ch 9: 3, 5, 9, and 13
Complete Review Questions Ch 10:  4, 5, 7, 12, 13, and 17

	Week 7 Schedule
	PREPARATION FOR CLASS:   
Read Chapter 11 and Chapter 12. Complete homework assignment with appropriate article(s).

CLASSROOM DISCUSSION TOPICS: 

Lecture Ch 9, 10, 11, 12

Complete Review Questions Ch 11:  1, 4, 7, 10, and 20
Complete Review Questions Ch 12: 2, 4, 7, 15, and 20

	Week 8 Schedule
	PREPARATION FOR CLASS:   
Research papers due

CLASSROOM DISCUSSION TOPICS:
Student PowerPoint presentations 

	Week 9 Schedule
	PREPARATION FOR CLASS:   
Study for Final Examination,  Chapters 9 through 12

CLASSROOM DISCUSSION TOPICS:  

Final Examination and Course Wrap-up

	Additional Information
	None


PURCHASING TEXTBOOKS--Most textbooks can be purchased through MBS Direct. Check the syllabus for textbook information. Give MBS Direct the campus location (for the purpose of ordering books the campus is Space Coast Campus, course name, number and section number (i.e. Space Coast Campus, COMP5000/64) and most important, the title, author, edition, and ISBN of the book you are ordering. MBS Direct will buy back your book at the end of the term should you elect not to retain it as a reference book. Order by phone or online. Orders should be placed no earlier than 4 weeks prior to the start of the term.

MBS Direct: 1-800-325-3252



MBS Direct Website is www.mbsdirect.net/webster
Monday-Thursday 7am-10pm(Central Time)
Friday 7am-6pm (Central Time)
Saturday 8am-5pm (Central Time)
Sunday noon-4pm (Central Time) 

In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.
Original approved by:
Dr. Calvin D. Fowler Academic Dean Space Coast Region, October 31, 2006
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