
	Course
	SECR 5030 Business Assets Protection 

	Term
	Spring 1, 2008

	Instructor
	Charles W. O'Neal

Office Hours: 30 minutes before class

Telephone:   321-536-6998 (cell)

email: charlesoneal49@webster.edu

	Catalog

Description
	Students examine the application of security knowledge and techniques to the protection of business assets. The security planning process is examined by the study of risk analysis, security surveys, and financial planning and decision making for development of security programs and countermeasures

	Prerequisites
	None

	Course Level Learning Outcomes
	Upon the completion of this course, a student should be able to:

1. understand the complexity of asset protection.

2. identify risk hazards as they relate to business asset protection 

3. conduct a risk analysis and security survey, including financial planning and decision-making.

4. be aware of legal issues relative to asset protection.

5. identify the relationships between asset protection and emergency management operations. 

6. identify situations which may cause employers to be liable to third parties in a private security setting.

7. apply critical thinking and solutions to factual patterns which managers might be confronted with daily in security management.

8. know and understand the important terminology, facts, concepts, principles, and theories used in the field of Business and Organizational Security Management. 

9. apply the important terminology, facts, concepts, principles and theories in the field of Business and Organizational Security Management to analyze simple to moderately complex factual security situations.

10. creatively construct and implement moderately complex Business and Organizational Security Management solutions to real organizational problems using frameworks procedures, and methods derived from the individual security discipline of Business Assets Protection.

11. assess the effectiveness of their solutions by quantitatively or qualitatively measuring their results against theory-based criteria and standards of performance.

      12  utilize themselves as scholar-practitioners, capable of creatively synthesizing intellectual understanding of security models with methodological competencies and experience-based perceptual skills and judgment.

	Materials
	 REQUIRED TEXTS: "THE MANAGER'S HANDBOOK FOR CORPORATE SECURITY, Establishing and Managing a Successful Assets Protection Program,"  Kovacich and Halibozek, Butterworth-Heinemann   -  ISBN: 0-7506-7487-3 
SUGGESTED SUPPLEMENTAL READINGS: 

Supplemental readings will be provided by the instructor during the term.

Students are expected to keep abreast of the current trends in articles that pertain to this course and report orally and in writing.  Specific assignments may be made in class by the Instructor. 
In that most supplemental readings are not readily accessible and/or available, instructor will provide such information to each student on CD-ROM.  Any student not having access to a computer with CD-ROM capability, please contact the instructor.

Students are expected to keep abreast of the current trends in articles that pertain to this course and report orally and/or in writing.  Specific assignments may be made in class by the Instructor.

	Grading
	COURSE REQUIREMENTS:
% OF GRADE
a. Class Participation
40%
b. Class Exercises
20%
c. Term Paper
20%

d. Final Exam
20%

Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

Letter Grade
Numerical Score
A

96-100% (4.0) 

A-

91-95% (3.67)

B+

87-90% (3.33)

B

82-86% (3.0)

B-

78-81% (2.67)

C

70-77% (2.0)

F

69 & below (0)

I

Incomplete (0) 

W

Withdrew



	Activities
	Lectures will be dynamic, with students being constantly challenged.

Students will be expected to fully and aggressively participate in classroom discussion and exercises.  Practical exercises will be optimized to available class time. 

During class sessions students will constantly integrate acquired knowledge into analyzing contemporary security problems and to challenge conventional wisdom.

Students are expected to brief, present, and lead discussions on legal cases assigned by the instructor.
                   

	Policy Statements:

University Policies
	University policies are provided in the current course catalog and course schedules.   They are also available on the university website. This class is governed by the university’s published policies. The following policies are of particular interest: 

Academic Honesty

The university is committed to high standards of academic honesty. Students will be held responsible for violations of these standards. Please refer to the university’s academic honesty policies for a definition of academic dishonesty and potential disciplinary actions associated with it. 

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw from this course, the date on which you notify the university of your decision will determine the amount of tuition refund you receive. Please refer to the university policies on drops and withdrawals (published elsewhere) to find out what the deadlines are for dropping a course with a full refund and for withdrawing from a course with a partial refund.
Special Services   

If you have registered as a student with a documented disability and are entitled to classroom or testing accommodations, please inform the instructor at the beginning of the course of the accommodations you will require in this class so that these can be provided. 

Disturbances

Since every student is entitled to full participation in class without interruption, disruption of class by inconsiderate behavior is not acceptable. Students are expected to treat the instructor and other students with dignity and respect, especially in cases where a diversity of opinion arises. Students who engage in disruptive behavior are subject to disciplinary action, including removal from the course. 

Student Assignments Retained

From time to time, student assignments or projects will be retained by The Department for the purpose of academic assessment.   In every case, should the assignment or project be shared outside the academic Department, the student's name and all identifying information about that student will be redacted from the assignment or project. 

Contact Hours for this Course

It is essential that all classes meet for the full instructional time as scheduled.   A class cannot be shortened in length.   If a class session is cancelled for any reason, it must be rescheduled.

 

	Course Policies
	Attendance at all class sessions is expected.

Late weekly write-ups and written case assignments will be accepted if prior arrangements have been made with the instructor, but will be given reduced points based upon the number of class sessions it is late.

	Week 1 Schedule
	Assets protection in a 21st Century multi-discipline threat environment.  Security Management and a general history of the profession; security management in a global environment; How do we identify and define “assets?”   Definitions in the multi-disciplined and complex world of “asset protection.”  Importance of security synergism in a globalized business environment..   Geo-political history and considerations from a global perspective and the potential impact on current corporate viability and survival.  21st Century skills needed for planning, organizing, programming, and managing a multi-disciplined security organization.  Defining “security” and discussing the mission, goals, and objectives the Security Director of a corporation or government agency.  Read Text: Chapters 1, 2, and 3.


	Week 2 Schedule
	The organizational security manager and who, what, when, where, and why as related thereto; establishing a relevant organizational model for study.    Establishing and managing a security office; developing and managing an enterprise-wide security program, with unity of command; examination, analysis, and in-depth discussion of propaganda, disinformation, and related psychological operations and the related potential impact on corporate security and continued viability of the company and/or agency. Discuss an expanded analysis of disciplines required for a successful corporate and government security programs; similarities and differences in corporate and government security programs; jurisdictional questions; general considerations in contract management.  Read Chapters 4, 5, and 6.


	Week 3 Schedule
	Intelligence and technical security disciplines in the safeguarding of corporate/agency assets in a 21st Century threat environment; application and use of the many and varied intelligence and security disciplines; intelligence methods and sources useful in optimizing corporate profits.  Read instructor provided material.


	Week 4 Schedule
	Personnel Security.   Detailed and extended examination, with practical exercises of  personnel security subjects such as pre-employment screening; sensitivity designation of job positions, background investigations, level of detail for various background investigations; personnel security investigatory responsibilities and related authority;  creating validated adjudicatory criteria, factors in personnel security adjudication, including personality profiling, and abnormal personalities; use of the Diagnostic and Statistical Manual of the APA; differences in the personnel security processes for government and contractor personnel; granting of clearances; downgrading and/or suspension of clearances; ensuring due process; administrative law and appeal procedures; analysis of the Federal Privacy Act and Freedom of Information Act and communication request procedures related thereto.   Equal Employment Opportunity; Workplace Violence.  Read Chapters 11 and instructor provided material.



	Week 5 Schedule
	Physical Security.  Detailed and in-depth analysis of, and methods of application for, constituent elements of a corporate or government physical security program.  To include, but not limited to, development of physical security policies, regulations, and procedures; uniformed security force; physical barriers; access control; security education and awareness; key and lock control; security markings; badges and identification; crime prevention; asset protection and loss prevention; and other physical security program elements; protecting key agency and corporate personnel . In-depth analysis and examination of intrusion detection systems, theory, function, system design, and operational considerations.  Managing a uniformed security force; analysis of decision making process as to having a proprietary uniformed security force or out-sourcing.  Fire protection and contingency planning.  Read chapters 8, 9, 12, and 13.



	Week 6 Schedule
	Investigations. Detailed and in-depth examination of investigative disciplines and the importance thereof.   Discussion and analysis involving the similarities and differences in criminal investigative methods and procedures and those investigatory requirements related to counterintelligence cases; Investigatory resources and requirements, governmental, corporate, and private; investigatory legal considerations and restrictions; importance of coordination with government or corporate counsel, law enforcement, and prosecutors; investigative methodology and techniques; Importance of legal jurisdiction and knowledge of federal and state statutory violations and government and/or company rules and regulations; how to determine if a crime has occurred, identifying the perpetrator(s), and obtaining enough admissible evidence to obtain a conviction in court, and/or to sustain the corporate or government  position in administrative hearings.  Analysis of interagency and interpersonal communication and cooperation.   Multi-agency investigative task forces.  Read Text: Chapter 15 and instructor provided material.


	Week 7 Schedule
	Automated Information Security.  General discussion of computer and data security, with emphasis on historical aspects, where we were vs. where we are.  General discussion will include roles and responsibilities, and security considerations involving, but not limited to, computers, ancillary equipment, software, firmware, services, and related resources used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of machine readable data or information; general discussion of computer crime and fraud, domestically and internationally; discussion of actual cases, criminal causality, and security vulnerabilities related thereto.  Security Surveys.  Risk Analysis.  Use of Monte Carlo and other similar simulation methodologies in analyzing organizational and/or agency cybernetic resources and other security program elements. Anecdotal case studies. Read Text: Chapter 15  


	Week 8 Schedule
	Information Security (not IT or computer security).   Detailed analysis of  statutory and regulatory requirements for methods and procedures related to the safeguarding  of classified and/or company confidential  information; Detailed examination of Classification Management; levels of classification; legal authority for classification; need to know; original classification authority; derivative classification authority;  security classification guides; downgrading classified information; 60 years of information security history; discussion and analysis of information security violations and espionage;  challenges to classification levels using the Freedom of Information Act;  general overview of approved methods of storing classified information and responsibilities related thereto.   Read Text: Chapter 16


	Week 9 Schedule
	National Industrial Security Program. Statutory and regulatory requirements for safeguarding of classified information in possession and under the control of contractors, contractual considerations; contractor responsibilities; government responsibilities; case studies.  Security Education and Awareness.  Review Chapter 16 and instructor provided material.  




PURCHASING TEXTBOOKS--Most textbooks can be purchased through MBS Direct. Check the syllabus for textbook information. Give MBS Direct the campus location (for the purpose of ordering books the campus is Space Coast Campus, course name, number and section number (i.e. Space Coast Campus, COMP5000/64) and most important, the title, author, edition, and ISBN of the book you are ordering. MBS Direct will buy back your book at the end of the term should you elect not to retain it as a reference book. Order by phone or online. Orders should be placed no earlier than 4 weeks prior to the start of the term.

MBS Direct: 1-800-325-3252


MBS Direct Website is www.mbsdirect.net/webster
Monday-Thursday 7am-10pm(Central Time)
Friday 7am-6pm (Central Time)
Saturday 8am-5pm (Central Time)
Sunday noon-4pm (Central Time) 

In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.
Original approved by:
Dr. Calvin D. Fowler Academic Dean Space Coast Region October 31, 2007
 Copyright © 2005 – 2006, School of Business & Technology, Webster University Space Coast Region.  All rights reserved. 
The School of Business & Technology
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