
	Course
	COSC 5130/PB Computer Security and Reliability 

	Term
	Spring 1, 2007  

	Instructor
	Michael Lehrfeld
Available 30 minutes before class or via e-mail.

lehrfeldm@brevardcc.edu

	Catalog

Description
	Students will study hardware and software reliability and security using currently available technology. Emphasis will be placed on security analysis of the system, physical threats to systems, virus protection, system recovery, and encryption. 

	Prerequisites
	COSC 5110.

	Course Level Learning Outcomes
	· Demonstrate mastery of the concepts of computer security and reliability.  

· Identify the various classes of physical threats to distributed information systems. 

· Develop strategies for encryption and data protection.  

· Develop strategies for virus detection and protection.  

· Develop strategies for system reliability, system recovery, and fault tolerance. 

· Demonstrate mastery of the various threats to distributed systems and how to implement safeguards to protect against those threats.  

· Distinguish between threats to networks and threats to data.

	Materials
	REQUIRED TEXTS:  Computer Security: Art and Science - Matt Bishop,
ISBN: 0201440997, Publisher: Addison Wesley Professional © 2003

SUGGESTED SUPPLEMENTAL READINGS:  The student is expected to read current articles pertaining to this course subject and report on them in class.

	Grading
	COURSE REQUIREMENTS:
% OF GRADE
a. Paper Review
25%
b. Peer Review
15%
c. Topic Application
25%

d. Presentation
10%

e. Participation/Labs
25%

Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

Letter Grade
Numerical Score
A

96-100% (4.0) 

A-

91-95% (3.67)

B+

87-90% (3.33)

B

82-86% (3.0)

B-

78-81% (2.67)

C

70-77% (2.0)

F

69 & below (0)

I

Incomplete (0) 

W

Withdrew



	Policy Statements:

University Policies
	University policies are provided in the current course catalog and course schedules.   They are also available on the university website. This class is governed by the university’s published policies. The following policies are of particular interest: 

Academic Honesty

The university is committed to high standards of academic honesty. Students will be held responsible for violations of these standards. Please refer to the university’s academic honesty policies for a definition of academic dishonesty and potential disciplinary actions associated with it. 

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw from this course, the date on which you notify the university of your decision will determine the amount of tuition refund you receive. Please refer to the university policies on drops and withdrawals (published elsewhere) to find out what the deadlines are for dropping a course with a full refund and for withdrawing from a course with a partial refund.
Special Services   

If you have registered as a student with a documented disability and are entitled to classroom or testing accommodations, please inform the instructor at the beginning of the course of the accommodations you will require in this class so that these can be provided. 

Disturbances

Since every student is entitled to full participation in class without interruption, disruption of class by inconsiderate behavior is not acceptable. Students are expected to treat the instructor and other students with dignity and respect, especially in cases where a diversity of opinion arises. Students who engage in disruptive behavior are subject to disciplinary action, including removal from the course



	Course Policies
	Attendance at all class sessions is expected.

Late weekly write-ups and written case assignments will be accepted if prior arrangements have been made with the instructor, but will be given reduced points based upon the number of class sessions it is late.

	
	Schedule of Classes

	Week 1
Jan 11th
	PREPARATION FOR CLASS:  Read Ch 1 – Bring your laptop if you have one.
CLASSROOM DISCUSSION TOPICS:  What is network security?  Installation and discussion of Cryptography using PGP.

	Week 2
Jan 18th
	 Special integrating class format

	Week 3
Jan 25th
	PREPARATION FOR CLASS:  Read Ch 2, 4, 5
CLASSROOM DISCUSSION TOPICS:  Access Control

	Week 4
Feb 1st
	Special integrating class format  

	Week 5
Feb 8th
	PREPARATION FOR CLASS:  Read Ch 9, 10, 11, 12
CLASSROOM DISCUSSION TOPICS:  Cryptography

	Week 6
Feb 15th
	Special integrating class format  

	Week 7
Feb 22nd
	PREPARATION FOR CLASS:   Read Ch 13, 14, 15, 16, 17
CLASSROOM DISCUSSION TOPICS: Secure Design Principles

	Week 8
Mar 1st
	Special integrating class format 

	Week 9 March 11th
	PREPARATION FOR CLASS:   Read Ch 22, 23, 24, 25
CLASSROOM DISCUSSION TOPICS:  Class presentations, Viruses, IDS, and other “computer nastiest.”


ASSIGNMENTS

All assignments MUST be submitted via e-mail to lehrfeldm@brevardcc.edu.  The assignments must also me digitally signed using PGP.  Failure to do so will result in an F for that assignment.

1.  Current Paper Review (Due January 25th)
I will assign your paper.  Read the paper multiple times and compose a report that addresses the following content in the article:
1.  Problem addressed:

Introduce the reader to the area of research and explain what the main research problem is addressed in the article. What is the problem statement? A specific statement of the problem is necessary.

2. Prior research:

Briefly discuss the body of literature that the authors used to motivate the research. Summarize what the authors provide as justification for their study. You will need to review some of the key articles referenced by the authors. Identify any shortcomings in the prior literature that the selected article addresses.  Perform a literature search to determine if there are any relevant articles that have not been cited by the authors. Remember, articles published after or around the same time may not have been available to the authors, since publication lag is at least a year.
3.  Contributions and Significance:

Summarize the significant results and contributions made by the authors.

Explain why you think that the article is significant in the Security field. Cite references wherever possible to establish that there is a consensus among researchers that the problem addressed in the article is indeed an important one.

4.  Further research:

Identify possible areas in which the research can be extended. Does the article call for further research on any specific issue?  Identify limitations of the article and formulate them as potential research questions.

If relevant, you may also attach copies of any other supporting articles.
Point Total: 25
2. Peer Review Assignment (Due February 8th)
The second part of the paper review process will be to participate in a blind review process. After the paper review period closes a submitted paper review will be sent to you for critique. The name of the author will be deleted in the document you receive. You will develop a critique of the review (not the original paper). Your criteria are to evaluate how well the author (student) of the assigned review meets the assignment criteria and provides justification for the paper being a seminal result (original and important to the Security field). Also, from your own research does this paper merit the importance the review attaches to it? Justify your opinion.
Point Total: 15

3. Topic Application (Due March 11th)

The student will conduct a thorough analysis of their course topic through the development of a Java-based application that demonstrates some aspect of the topic area. The task is to design and develop a prototype system that utilizes information security techniques to solve problems in an appropriate domain, or otherwise demonstrate some aspect of the topic.  In addition to providing the source code for the Java application the student will submit a final report on the application that includes the following:
· Identify the problem that you were trying to solve or the technique that is being demonstrated.

· Provide the design specifications for the system
· Specify the knowledge representation scheme in detail.

· Explain all algorithms and solution strategies that were used.

· The results from your tests of the system (if appropriate) with appropriate data.

· Source code must be included as an appendix to the report.
Point Total: 25

4. Topic Application Presentation (Due March 11th)
Class Presentation.  In addition to demonstrating their application the student will use the following as a guide for the presentation: 

• Overview/Introduction

• Explanation of key concepts

• Demonstration of application

• Additional applications of the technology/Future Trends

• Conclusion

The student will be evaluated by the instructor based on the quality of the presentation and the ability of the student to present the material effectively to the other students in the class.
Point Total: 10
PURCHASING TEXTBOOKS--Most textbooks can be purchased through MBS Direct. Check the syllabus for textbook information. Give MBS Direct the campus location (for the purpose of ordering books the campus is Space Coast Campus, course name, number and section number (i.e. Space Coast Campus, COMP5000/64) and most important, the title, author, edition, and ISBN of the book you are ordering. MBS Direct will buy back your book at the end of the term should you elect not to retain it as a reference book. Order by phone or online. Orders should be placed no earlier than 4 weeks prior to the start of the term.

MBS Direct: 1-800-325-3252


MBS Direct Website is www.mbsdirect.net/webster
Monday-Thursday 7am-10pm(Central Time)
Friday 7am-6pm (Central Time)
Saturday 8am-5pm (Central Time)
Sunday noon-4pm (Central Time) 

In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.
Original approved by:
Dr. Calvin D. Fowler Academic Dean Space Coast Region, December 7, 2006
 Copyright © 2005 – 2006, School of Business & Technology, Webster University Space Coast Region.  All rights reserved. 
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