
	Course
	SECR 5000 Security Management

	Term
	Spring 1 2008

	Instructor
	Charles W. O'Neal

Office Hours: 30 minutes before class

Telephone: 321-536-6998 (cell phone 1)
                   321-432-4547 (cell phone 2)
                   email: charlesoneal49@webster.edu
                              charlieo@digital.net

	Catalog

Description
	This course is an overview of principles and issues in business and organizational security management. Students examine the challenges embodied in various aspects of security such as personnel, facility, and information. Principles of loss prevention and the protection of assets are examined. Students employ the use of situational analyses, case studies, and other research-oriented approaches

	Prerequisites
	None

	Course Level Learning Outcomes
	The following is a list of the basic objectives for the course.

a. The students must know and understand the important terminology, facts, concepts, principles, and theories used in the field of Business and Organizational Security Management. 
b. The student must be able to understand and demonstrate the relationship between security methods and needs as they relate to private, government and military organizations and businesses.

c. The students must have an understanding of how people, information, facilities and materials can all represent challenges and threats to security and apply this knowledge to their current role.

d. The student must be able to apply research-oriented approaches, case studies and the use of situational analyses as appropriate in the study of security management situations.

The student must be able to demonstrate the ability to properly write, prepare and submit a logically organized writing project. This writing effort must demonstrate the ability to communicate, in writing, at the graduate level. 

	Materials
	REQUIRED TEXTS:  CONTEMPORARY SECURITY MANAGEMENT, John Fay, Butterworth-Heinemann ISBN: 0-7506-7928-X     Book/Hardback 
The instructor will provide supplemental readings, on CD-ROM, periodically during the term.

Students are expected to keep abreast of the current trends in articles that pertain to this course and report orally and in writing.  Specific assigned may be made in class by the Instructor.  

	Grading
	COURSE REQUIREMENTS:
% OF GRADE
a. Class Participation
40%
b. Quizzes
20%
c. Term Paper
20%

d. Final Exam
20%

Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

Letter Grade
Numerical Score
A

96-100% (4.0) 

A-

91-95% (3.67)

B+

87-90% (3.33)

B

82-86% (3.0)

B-

78-81% (2.67)

C

70-77% (2.0)

F

69 & below (0)

I

Incomplete (0) 

W

Withdrew



	Activities
	Course Requirements: Completion of the following course requirements will indicate the individual's ability to perform at the graduate level.

A. Examinations: Mid-term and Final examinations will consist of essay-type questions. These exams must not be confused with short answer quizzes.  Makeup exams may be different from the original exam. Failure to complete either exam will result in a score of "0" (zero) for that exam. In this course, students will take two exams (Mid-term and Final exams). 

B. Research Paper:  Students will prepare a research paper focusing on a current controversial security related topic.  

a. Some examples would include 

i. Proprietary versus contract security, 

ii. Private versus public security, 

iii. Standard mandated training and certification of security officers,

iv. Improving police and private security relationships, 

v. Reducing duplication of efforts by law enforcement and private security,

vi. Arming guards, 

vii. Pre- and post-9/11 security in America 

viii. Workplace violence.  

b. The process leading up to the submission of this paper will begin in Week #1.

i. Each student will submit a written research proposal, 1-page in length and double-spaced.  

ii. This proposal will present the topic for the student's research paper that will be submitted in week #8.  

iii. This proposal should explain why the student has chosen this topic, 

iv. The significance of this subject to the security industry and 

v. The student's early feel of resources that he/she will use in doing this research paper.  

c. The instructor will review these proposals and reply to each student regarding the approval of the topic and proposed research methods.

d. These proposals will also provide the instructor an early opportunity to discuss each student’s writing style and possible actions needed by the student to improve their writing skills. 

e. The research paper will be due in Week #8.  

Papers will be 15-20 double-spaced typed pages in length.   Research papers will conform to the Space Coast Term Paper Guidelines, with the following for clarification:  “The APA Publication Manual is intended primarily as a guide to preparing manuscripts for journal publication.”  (APA Publication Manual page 321)   Journal Publication means the APA professional journal.  Sections 1-5 of the APA Publication Manual are the formatting requirements for their APA Journal.  Page 322 the APA Publication Manual states, “Graduate Schools should provide students (and typist) with written guidelines that explain all modifications to APA style.”  Section 6 in the APA Journal is for the masses that do not plan to publish in the APA Journal.  Since 99.99% of Webster University Space Coast Region students will not publish in the APA Journal they do not need to use sections 1-5.

As stated, Webster Space Coast Region has written guidelines for Term Papers and 6000 Projects.  These are available on the Space Coast homepage under Student Services, Research Paper Guidelines.  Our students only need to refer to the APA Publication Manual if there is something they need that is not in our guidelines. 

i. All papers must include an Abstract and a Table of Contents.

ii. Cover pages and reference list pages do not count in the 15-20-page count.

iii. Points will be deducted for papers that are too short, and for papers that are too long.  

iv. Plagiarism will not be tolerated.  

v. Proper credit must be given to all sources.

C. Class Participation: Class participation will be a critical factor in assigning the final grade. 

i. Students are expected to participate in discussions and assignments.

ii. Students are expected to be familiar with the assigned materials prior to each week and participate in the intelligent and sound discussions on the subject. 

iii. The success of this class depends upon the participation and involvement of the students.

                 Student participation will be measured by evaluating the weekly discussions.

	Policy Statements:

University Policies
	University policies are provided in the current course catalog and course schedules.   They are also available on the university website. This class is governed by the university’s published policies. The following policies are of particular interest: 

Academic Honesty

The university is committed to high standards of academic honesty. Students will be held responsible for violations of these standards. Please refer to the university’s academic honesty policies for a definition of academic dishonesty and potential disciplinary actions associated with it. 

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw from this course, the date on which you notify the university of your decision will determine the amount of tuition refund you receive. Please refer to the university policies on drops and withdrawals (published elsewhere) to find out what the deadlines are for dropping a course with a full refund and for withdrawing from a course with a partial refund.
Special Services   

If you have registered as a student with a documented disability and are entitled to classroom or testing accommodations, please inform the instructor at the beginning of the course of the accommodations you will require in this class so that these can be provided. 

Disturbances

Since every student is entitled to full participation in class without interruption, disruption of class by inconsiderate behavior is not acceptable. Students are expected to treat the instructor and other students with dignity and respect, especially in cases where a diversity of opinion arises. Students who engage in disruptive behavior are subject to disciplinary action, including removal from the course.
Student Assignments Retained

From time to time, student assignments or projects will be retained by The Department for the purpose of academic assessment.   In every case, should the assignment or project be shared outside the academic Department, the student's name and all identifying information about that student will be redacted from the assignment or project. 

Contact Hours for this Course

It is essential that all classes meet for the full instructional time as scheduled.   A class cannot be shortened in length.   If a class session is cancelled for any reason, it must be rescheduled.



	Course Policies
	Attendance at all class sessions is expected.

Late weekly write-ups and written case assignments will be accepted if prior arrangements have been made with the instructor, but will be given reduced points based upon the number of class sessions it is late.

	Week 1 Schedule
	Introduction to Security Management and a general history of the profession.   Laying the foundation for building the 21 Century skills needed for planning, organizing, programming, and managing a  multi-disciplined security organization.  Defining security related terms of art; general discussion of federal, state, and local statutes and regulations applicable to the Business and Organization Security Management Program, and the instant course; defining “security” and discussing the mission, goals, and objectives of a hypothetical Security Director of a corporation or government agency.  Text: Chapters 1, 2, and 3.

	Week 2 Schedule
	Disciplines required for a successful corporate and government security programs; similarities and differences in corporate and government security programs; jurisdictional questions; general considerations in contract management. General discussion of intelligence, to include but not limited to, intelligence product and programs, The Intelligence Cycle, information vs. intelligence, types of intelligence, open source material, and other unclassified sources. Text: Chapters 4 and 5.

	Week 3 Schedule
	Communication Security.   Class discussion concerning statutory and regulatory communication security requirements; communication security considerations, methods, and vulnerabilities related to data, telemetry, and telephony transmissions; optical, acoustical, cavity resonance vulnerabilities; vulnerabilities of FAX machines, and digital copiers.   Overview of vulnerabilities created by unintentional compromising intelligence bearing radiation, “TEMPEST” wherein national defense information is involved;  magnetic remanence; Technical Surveillance Countermeasures;” “Protected Wireline Distribution Systems;” history of codes, ciphers, and encryption, and general overview of monoalphabetic, polyalphabetic, and transpositional cipher systems, various codes, symmetric and asymmetric cipher systems, and a brief overview of the Advanced Encryption Standard, its predecessors and its various implementations.   

	Week 4 Schedule
	Overview of personnel security.  General class discussion, pre-employment screening; sensitivity designation of job positions, purpose of background investigations, level of detail for various background investigations; personnel security investigatory responsibilities and related authority;  validated adjudicatory criteria; factors in personnel security adjudication, including personality profiling with use of the DSM of APA as a tool, and abnormal personalities; differences in the personnel security processes for government and contractor personnel; granting of clearances; downgrading and/or suspension of clearances; ensuring due process; administrative law and appeal procedures; Federal Privacy Act and Freedom of Information Act.  Text: Chapter 14.  

	Week  5 Schedule
	Physical Security.  General discussion concerning constituent elements of a corporate or government physical security program.  To include, but not limited to, development of physical security policies, regulations, and procedures; uniformed security force; physical barriers; access control; key and lock control; intrusion detection systems; security markings; badges and identification; crime prevention; asset protection and loss prevention; and other physical security program elements. Text: Chapters 9, 10, 11, 12, 16, 19, and 20..

	Week 6 Schedule
	Automated Information Security.  General discussion of computer and data security, with emphasis on historical aspects, where we were vs. where we are.  General discussion will include roles and responsibilities, and security considerations involving, but not limited to, computers, ancillary equipment, software, firmware, services, and related resources used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of machine readable data or information; general discussion of computer crime and fraud, domestically and internationally; discussion of actual cases, criminal causality, and security vulnerabilities related thereto.  Anecdotal case studies. Text: Chapter 17   

	Week 7 Schedule
	Information Security  (not IT or computer security).   Safeguarding classified and/or company confidential  information; Classification Management; levels of classification; legal authority for classification; need to know; original classification authority; derivative classification authority;  security classification guides; downgrading classified information; 60 years of information security history; general discussion of information security violations and espionage;  challenges to classification levels using the Freedom of Information Act;  general overview of approved methods of storing classified information and responsibilities related thereto; espionage and espionage through negligence.

	Week 8 Schedule
	Investigations.  General discussion of investigatory resources and requirements, governmental, corporate, and private; investigatory legal considerations and restrictions; liaison with government or corporate counsel, law enforcement, and prosecutors; Importance of legal jurisdiction and knowledge of federal and state statutory violations and government and/or company rules and regulations; how to determine if a crime has occurred, identifying the perpetrator(s), and obtaining enough admissible evidence to obtain a conviction in court, and/or to sustain the corporate or government  position in administrative hearings.  Text: Chapter 13 

	Week 9 Schedule
	Overview of DOD Industrial Security Program; safeguarding of classified information in possession and under the control of contractors; applicable statutes, regulations and responsibilities; duties and responsibilities; contractual considerations; contractor responsibilities; government responsibilities;  case studies.


PURCHASING TEXTBOOKS--Most textbooks can be purchased through MBS Direct. Check the syllabus for textbook information. Give MBS Direct the campus location (for the purpose of ordering books the campus is Space Coast Campus, course name, number and section number (i.e. Space Coast Campus, COMP5000/64) and most important, the title, author, edition, and ISBN of the book you are ordering. MBS Direct will buy back your book at the end of the term should you elect not to retain it as a reference book. Order by phone or online. Orders should be placed no earlier than 4 weeks prior to the start of the term.

MBS Direct: 1-800-325-3252


MBS Direct Website is www.mbsdirect.net/webster
Monday-Thursday 7am-10pm(Central Time)
Friday 7am-6pm (Central Time)
Saturday 8am-5pm (Central Time)
Sunday noon-4pm (Central Time) 

In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.
Original approved by:
Dr. Calvin D. Fowler Academic Dean Space Coast Region, November 14, 2007
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