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CATALOG COURSE DESCRIPTION:  Students examine the application of security knowledge and techniques to the protection of business assets.  The security planning process is examined by the study of risk analysis, security surveys, and financial planning and decision making for the development of security programs and countermeasures.
REQUIRED TEXTS: "THE MANAGER'S HANDBOOK FOR CORPORATE SECURITY, Establishing and Managing a Successful Assets Protection Program,"  Kovacich and Halibozek, Butterworth-Heinemann   -  ISBN: 0-7506-7487-3 
SUGGESTED SUPPLEMENTAL READINGS: 

Supplemental readings provided by the instructor during the term.

Students are expected to keep abreast of the current trends in articles that pertain to this course and report orally and in writing.  Specific assignments may be made in class by the Instructor. 
 In that most supplemental readings are not readily accessible and/or available, instructor will provide such information to each student on CD-ROM.  Any student not having access to a computer with CD-ROM capability, please contact the instructor.

Students are expected to keep abreast of the current trends in articles that pertain to this course and report orally and/or in writing.  Specific assignments may be made in class by the Instructor.  
ALL INFORMATION PRESENTED AND/OR DISCUSSED IN THIS COURSE WILL BE UNCLASSIFIED.  THE INSTRUCTOR RESERVES THE RIGHT TO IMMEDIATELY STOP DISCUSSION OF A PARTICULAR SUBJECT OR COMPONENT AT HIS SOLE DISCRETION.

INCOMING COMPETENCY OF STUDENTS EXPECTED BY INSTRUCTOR:  Students should have the ability to comprehend, formulate as needed, research, and clearly articulate complex concepts and theories.  Graduate level competence in oral and written communications is expected.  Moreover, in that this is a graduate level course, students are expected to approach subject matter in a manner consistent with the “real world” of middle and top security managers and directors.  Students must be able to freely participate in the open exchange of ideas and feedback, unimpeded by preconceived notions.  Business and organizational security management as a subject for study, and the subject matter of this requisite course in particular, will include (but not be limited to) discussion and analyses of many extremely esoteric (and recently declassified) security, investigative, and intelligence processes, threats, vulnerabilities, vulnerability-driven threats, countermeasures, and related anecdotal case studies.  Consequently, students are expected to be open to new ideas and amenable to challenging conventional wisdom.  Any student not familiar with the basic theory and use of digital and/or analog computers, along with popular contemporary operating systems, please contact the instructor.   The increased threat to the physical, personnel, and informational assets of businesses and organizations resulting from the cybernetic revolution will be a constant and recurring theme in all elements of this course.  
COURSE STATEMENT OF OBJECTIVES:  

· After completing this course the student will be able to:

· Understand the complexity of Asset Protection in the business world...
· Demonstrate the ability to conduct a risk analysis and security survey.

· Integrate sound security concepts into everyday business operations.

· Be aware of the special risks associated with commercial and retail security.

· Know where to go for additional Business Assets Protection information and expertise.

SCHEDULE OF REQUIRED READINGS, CLASS PREPARATIONS AND ASSIGNMENTS, LECTURES, DISCUSSIONS, STUDENT PRESENTATIONS, AND EXAMS:   Students should complete all assigned readings prior to class.   All written assignments should be completed before class and handed in at the end of the class period they are due.   
All cases and problems should be completed before class and handed in at the end of the class period they are due.  Late submissions after the class discussion will lose 15 points for each class they are late.  

	WEEK 1 
	Assets protection in a 21st Century multi-discipline threat environment.  Security Management and a general history of the profession; security management in a global environment; How do we identify and define “assets?”   Definitions in the multi-disciplined and complex world of “asset protection.”  Importance of security synergism.     21st Century skills needed for planning, organizing, programming, and managing a  multi-disciplined security organization.  Defining “security” and discussing the mission, goals, and objectives the Security Director of a corporation or government agency.  Read Chapters 1, 2, and 3.



	WEEK 2 
	The organizational security manager and who, what, when, where, and why as related thereto.  Establishing a relevant organizational model for study.    Establishing and managing a security office; developing and managing an enterprise-wide security program, with unity of command.  Disciplines required for a successful corporate and government security programs; similarities and differences in corporate and government security programs;  jurisdictional questions; general considerations in contract management.  Read Chapters 4, 5, and 6.

	WEEK 3 
	National Industrial Security Program. Statutory and regulatory requirements for safeguarding of classified information in possession and under the control of contractors, contractual considerations; contractor responsibilities; government responsibilities;  case studies.  Security Education and Awareness.  Read chapter 11 and instructor provided material.  
Security Surveys.  Risk Analysis.  Use of Monte Carlo and other similar simulation methodologies in analyzing organizational and/or agency cybernetic resources and other security program elements. 

	WEEK 4 
	Personnel Security.   Pre-employment screening; sensitivity designation of job positions, background investigations, level of detail for various background investigations; personnel security investigatory responsibilities and related authority;  Analysis of validated adjudicatory criteria, factors in personnel security adjudication, including personality profiling, and abnormal personalities; differences in the personnel security processes for government and contractor personnel; granting of clearances; downgrading and/or suspension of clearances; ensuring due process; administrative law and appeal procedures; Federal Privacy Act and Freedom of Information Act.    Workplace Violence.  Read Chapter 10 and instructor provided material.

	WEEK 5
	Information Security  (not IT or computer security).   Detailed analysis of  statutory and regulatory requirements for methods and procedures related to the safeguarding  of classified and/or company confidential  information; Detailed examination of Classification Management; levels of classification; legal authority for classification; need to know; original classification authority; derivative classification authority;  security classification guides; downgrading classified information; 60 years of information security history; discussion and analysis of information security violations and espionage;  challenges to classification levels using the Freedom of Information Act;  general overview of approved methods of storing classified information and responsibilities related thereto.  

	WEEK 6
	Automated Information Security.  General discussion of computer and data security, with emphasis on historical aspects, where we were vs. where we are.  General discussion will include roles and responsibilities, and security considerations involving, but not limited to, computers, ancillary equipment, software, firmware, services, and related resources used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of machine readable data or information; general discussion of computer crime and fraud, domestically and internationally; discussion of actual cases, criminal causality, and security vulnerabilities related thereto.  Anecdotal case studies. Read Chapter 15 

	WEEK 7
	Physical Security.  Analysis of, and methods of application for, constituent elements of a corporate or government physical security program.  To include, but not limited to, development of physical security policies, regulations, and procedures; uniformed security force; physical barriers; access control; key and lock control; intrusion detection systems; security markings; badges and identification; crime prevention; asset protection and loss prevention; and other physical security program elements; protecting key agency and corporate personnel . Managing a uniformed security force; analysis of decision making process as to having a proprietary uniformed security force or out-sourcing.  Fire protection and contingency planning.  Read Chapters 8, 9, 12 and 16.

	WEEK 8
	Investigations. Investigatory resources and requirements, governmental, corporate, and private; investigatory legal considerations and restrictions; liaison with government or corporate counsel, law enforcement, and prosecutors; investigative methodology and techniques; Importance of legal jurisdiction and knowledge of federal and state statutory violations and government and/or company rules and regulations; how to determine if a crime has occurred, identifying the perpetrator(s), and obtaining enough admissible evidence to obtain a conviction in court, and/or to sustain the corporate or government  position in administrative hearings.  Analysis of interagency and interpersonal communication and cooperation.   Multi-agency investigative task forces.  Read Chapter 13 and instructor provided material.

	WEEK 9
	Communication Security.   Class discussion concerning statutory and regulatory communication security requirements; communication security considerations, methods, and vulnerabilities related to data, telemetry, and telephony transmissions; optical, acoustical, cavity resonance vulnerabilities; vulnerabilities of FAX machines, and digital copiers.   General overview of cryptanalysis with class exercise.  Analysis of vulnerabilities and countermeasures for unintentional compromising intelligence bearing radiation, “TEMPEST” wherein national defense information is involved; examination of threats and opportunities presented by magnetic remanence; Technical Surveillance Countermeasures, offense and defense.   “Protected Wireline Distribution Systems;” history of codes, ciphers, and encryption, and general overview of monoalphabetic, polyalphabetic, and transpositional cipher systems, various codes, symmetric and asymmetric cipher systems; the superseded DES and class exercises in implementation and use of the currently government approved AES; class exercise in developing secure communication for use in investigative and internal security activities. Capstone discussion of the various elements of this particular requisite course.


RESEARCH REQUIREMENTS:  

A formal paper is required which will use secondary (literature) research, and the development of an actionable proposal related to the student’s principal work area.  Students should use the term paper guidelines on the Webster Space Coast home page under student services.  The term paper will be graded using the Guidelines for grading a paper on the home page.

The student will select one appropriate dimension and, building on appropriate research fully supported by the relevant literature, develop and actionable plan for improving work group performance regarding that dimension.  The paper should use at least one of the topics studied in the course.

The paper will indicate references using the APA style.  The term paper guideline demonstrates common type references.  If you have a reference type not covered in the term paper guidelines then the student should refer to the APA home page for assistance.

References must be from refereed journals similar to those found in Webster’s Passport electronic library.  References from newspapers and periodical magazines written for the general public are unacceptable for graduate research work.  The student must justify that a homepage is a creditable source before it can be used.  

The final student paper is due in Week 9 unless otherwise specified by the instructor.

Each student will also prepare an Executive Presentation for oral delivery to the class in Week 8 or 9 as determined by the instructor.  A single spaced, single sheet Executive Summary summarizing the research for distribution to each class member in Week 8 is suggested.
DETERMINATION OF GRADES STATEMENT:

 Determination of grades is based on the following requirements and criteria.

Work that is barely adequate for Graduate work, Minimum Grades: 70-77 or "C": 
Products (papers, case studies, projects, presentations) must be on time, in the correct format, corrected for spelling and grammar, appropriate materials included and referenced, to-the-point and on topic, and conclusions must be supported. 

Examinations (in-class and take home) must be complete, accurate, neat, evidence clear thought, and exhibit concise and to-the-point responses.

Classroom behavior in class discussions and group activities should be responsible, exhibit open communication, constructive and helpful.

Satisfactory Graduate Work, Grades of 78-90, or "B-, B, and B+":  
Products must meet the requirements stated above for minimum requirements and additionally meet professional criteria. For example, documentation should be included to support research papers, the APA format should be used consistently throughout the paper, and substantially more than the minimum number of references should be included. Presentations should be logical, organized and comprehensive.

Examinations (in-class and take home) should be organized, in-depth, comprehensive, logical and complete, and evidenced thorough understanding of the subject/topic through application of principles.

Classroom behavior should exhibit very focused activity and thought on the subject/topic of discussion, be motivated, and assist in discovery of new insights and relationships concerning the subject/topic of discussion.

Superior Graduate Work, Grades of 91-100 or "A- and A": 
Products must meet all requirements stated above and additionally meet creative criteria. These criteria include unique topic or subject selection, synthesis of ideas, and evaluation of subject matter and positions found in the literature, be creative in approach, establish new relationships with ideas and provide new insights. 

Examination responses indicate insightfulness of understanding, a synthesis of information and unique ideas, and rationale for application of principles following careful analysis. 

Classroom behavior should exhibit very focused activity and thought on the subject at hand, be motivated, and assist in discovery of new insights and relationships concerning the subject/topic of discussion. An earned grade of "A" represents the best work of students accomplished in a unique and professional manner.
	COURSE REQUIREMENTS:
	% OF GRADE

	a.  Class Participation
	40

	b.  Quizzes
	20

	c. Term paper
	20

	d. Final Exam
	20


Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

	Letter Grade
	Numerical Score

	A
	96-100% (4.0) 

	A-
	91-95% (3.67)

	B+
	87-90% (3.33)

	B
	82-86% (3.0)

	B-
	78-81% (2.67)

	C
	70-77% (2.0)

	F
	69 & below (0)

	I
	Incomplete (0) 

	W
	Withdrew


In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.

Original approved by:
Dr. Calvin D. Fowler, Academic Dean, Space Coast Region, January 6, 2005
OTHER USEFUL INFORMATION
PURCHASING TEXTBOOKS--Most textbooks can be purchased through MBS Direct. Check the syllabus for textbook information. Give MBS Direct the campus location (for the purpose of ordering books the campus is Space Coast Campus, course name, number and section number (i.e. Space Coast Campus, COMP5000/64) and most important, the title, author, edition, and ISBN of the book you are ordering. MBS Direct will buy back your book at the end of the term should you elect not to retain it as a reference book. Order by phone or online. Orders should be placed no earlier than 4 weeks prior to the start of the term.

MBS Direct: 1-800-325-3252


MBS Direct Website is www.mbsdirect.net/webster
Monday-Thursday 7am-10pm(Central Time)
Friday 7am-6pm (Central Time)
Saturday 8am-5pm (Central Time)
Sunday noon-4pm (Central Time) 

ATTENDANCE--The faculty manual states university policy as:  "Students are expected to attend all class sessions of every course. In the case of unavoidable absence, the student must contact the instructor to arrange for makeup work. If acceptable makeup work is not completed, or if unexcused absences occur, the student is subject to appropriate academic penalty. A student should not miss more than one class or four contact hours, and the instructor should make additional assignments when a student is absent. If the student has two absences, the instructor has the option to lower the student's grade by one letter grade and to inform the student of the action. If a student has three absences, the instructor has the option to assign a grade of F and to inform the student of the action. It is the student's responsibility to withdraw from the course."
STUDY ASSIGNMENTS--Students can expect 2 to 4 hours of class preparation time for each hour of classroom attendance.

CONDUCT--Students enrolling in a graduate program at Webster University assume the obligation of conducting themselves in a manner compatible with the University’s function as an educational institution. Misconduct for which students are subject to discipline may be divided into the following categories:

1. All forms of dishonesty, cheating, plagiarism, or knowingly furnishing false information to the University. 

2. Obstruction or disruption of teaching, research, administration, disciplinary procedures, or other University activities or of other authorized activities on University premises.

3. Classroom disruption. Behavior occurring within the academic arena, including but not limited to classroom disruption or obstruction of teaching, is within the jurisdiction of Academic Affairs. In cases of alleged campus and/or classroom disruption or obstruction, a faculty member and/or administrator may take immediate action to restore order and/or to prevent further disruption (e.g., removal of student(s) from class or other setting). Faculty members have original jurisdiction to address the immediacy of a situation, as they deem appropriate. When necessary and appropriate, Public Safety and/or the local (or military) police may be contacted to assist with restoring peace and order. Faculty response is forwarded to the academic dean (or his or her designee) for review, and if necessary, further action. Further action might include permanent removal from the course. Repeated offenses could lead to removal from the program and/or the University.

4. Theft of or damage to property of the University. Students who cheat or plagiarize may receive a failing grade for the course in which the cheating or plagiarism took place. Students who engage in any of the above misconducts may be subject to dismissal from the University on careful consideration by the Executive Vice President of the University or his designee.

5. To the extent that penalties for any of these misconducts (e.g., theft or destruction of property) are prescribed by law, the University will consider appropriate action under such laws.

"Webster University strives to be a center of academic excellence.  As part of our Statement of Ethics, the University strives to preserve academic honor and integrity by repudiating all forms of academic and intellectual dishonesty, including cheating, plagiarism and all other forms of academic dishonesty. Academic Dishonesty is unacceptable and is subject to a disciplinary response. The University reserves the right to utilize electronic databases, such as Turnitin.com, to assist faculty and students with their academic work."

GRADING POLICY
	Letter Grade
	Numerical Score

	A
	96-100% (4.0) 

	A-
	91-95% (3.67)

	B+
	87-90% (3.33)

	B
	82-86% (3.0)

	B-
	78-81% (2.67)

	C
	70-77% (2.0)

	F
	69 & below (0)

	I
	Incomplete (0) 

	W
	Withdrew


Grades leading to academic warning, probation, or dismissal apply to one 3-credit-hour course or three 1-credit-hour professional seminars. A grade of C or F in a 6-credit-hour internship, project, or thesis is equal to two grades of C or F for academic warning, probation, and dismissal purposes.

A grade of I in a course needed for graduation must be officially changed to an appropriate grade prior to the due date for grades for the term the student has petitioned to graduate. Students are responsible for insuring that all grades of I have been changed prior to graduation. Students with two or more grades of I will generally not be allowed to enroll in additional coursework until the grades of I are resolved. After one calendar year has passed, the grade of I automatically becomes a final ZF.


YOUR GRADES--You can access your grades online at Webster University Web Information System . (https://webinfo.webster.edu) Select "For Students." 
You will need to enter your student ID number (as your user name) and your password to access your information. PASSWORDS ARE SENT TO STUDENTS IN A LETTER FOLLOWING THE DROP/ADD PERIOD OF THEIR INITIAL TERM.   If you have lost, forgotten or possibly not received your password, go to the Webster University website (www.webster.edu).  Click on Registration and Services Online, then click on Reset Password and follow the instructions.
If you have any questions, please call (321) 449-4500 for more information; from Vero Beach call (toll free) (561) 234-3558; from the Ft. Pierce/Port St. Lucie area call (561) 879-4007.

