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CATALOG COURSE DESCRIPTION:  This course is an overview of principles and issues in business and organizational security management.  Students examine the challenges embodied in various aspects of security such as personnel, facility, and information.  Principles of loss prevention and the protection of assets are examined.  Students employ the use of situational  analyses, case studies, and other research oriented approaches.  
Prerequisite: None
INCOMING COMPETENCY OF STUDENTS EXPECTED BY INSTRUCTOR:  Students should have the ability to comprehend, formulate as needed, research, and clearly articulate complex concepts and theories.  Graduate level competence in oral and written communications are expected.  Moreover, in that this is a graduate level course, students are expected to approach subject matter in a manner consistent with the “real world” of middle and top security managers and directors.  .  Students must be able to freely participate in the open exchange of ideas and feedback, unimpeded by preconceived notions.  Business and organizational security management as a subject for study, and the subject matter of this requisite course in particular, will include (but not be limited to) discussion and analyses of many extremely esoteric (and recently declassified) security, investigative, and intelligence processes, threats, vulnerabilities, vulnerability-driven threats, countermeasures, and related anecdotal case studies.  Consequently, students are expected to be open to new ideas and amenable to challenging conventional wisdom.
COURSE STATEMENT OF OBJECTIVES:  

· After completing this course the student will be able to:

· Understand the evolution of private security including a brief history, and security in the modern world.

· Understand the relationship between public law enforcement and private security, as well as the legal requirements attached to modern day private security enterprise.

· Enhance business and organizational protection through physical, administrative and procedural controls.

· Understand private investigative operations and procedures, how to obtain and provide information, and how to express that information within the organization and in court.

· Awareness of the challenges facing Security Management.

REQUIRED TEXTS:  CONTEMPORARY SECURITY MANAGEMENT, John Fay, Butterworth-Heinemann ISBN: 0-7506-7271-4     Book/Hardback  Publication Date: 20 November 2001.
SUGGESTED SUPPLEMENTAL READINGS: 

“Who is the Chief Security Officer?” CXO Media Inc.
“Surreptitious Audio Surveillance, The Unknown Danger to Law Enforcement,” FBI Law Enforcement Bulletin, June 1998.
“Stealing Secrets Solved, Examining the Economic Espionage Act of 1996,” FBI Law Enforcement Bulletin,  November 2000.

“Mandatory Security Clearance Reduction: A blessing or a curse for facilities with unique missions?”  DOD Industrial Security Executive Institute, Richmond, VA.
“Data Security Vulnerabilities of FAX Machines and Digital Copiers”, Department of Energy, 1995.
Students are expected to keep abreast of the current trends in articles that pertain to this course and report orally and in writing.  Specific assigned may be made in class by the Instructor.  
SCHEDULE OF REQUIRED READINGS, CLASS PREPARATIONS AND ASSIGNMENTS, LECTURES, DISCUSSIONS, STUDENT PRESENTATIONS, AND EXAMS:   Students should complete all assigned readings prior to class.   All written assignments should be completed before class and handed in at the end of the class period they are due.   
All cases and problems should be completed before class and handed in at the end of the class period they are due.  Late submissions after the class discussion will loose 15 points for each class they are late.  

	WEEK 1 
	Introduction to Security Management and a general history of the profession.   Laying the foundation for building the 21 Century skills needed for planning, organizing, programming, and managing a  multi-disciplined security organization.  Defining security related terms of art; general discussion of federal, state, and local statutes and regulations applicable to the Business and Organization Security Management Program, and the instant course;  defining “security” and discussing the mission, goals, and objectives of a hypothetical Security Director of a corporation or government agency.  Text: Chapters 1, 2, and 3.


	WEEK 2 
	Disciplines required for a successful corporate and government security programs; similarities and differences in corporate and government security programs;  jurisdictional questions; general considerations in contract management. General discussion of intelligence, to include but not limited to, intelligence product and programs, The Intelligence Cycle, information vs. intelligence, types of intelligence, open source material, and other unclassified sources. Text: Chapters 4 and 5. 

	WEEK 3 
	Overview of DOD Industrial Security Program; safeguarding of classified information in possession and under the control of contractors; applicable statutes, regulations and responsibilities; duties and responsibilities; contractual considerations; contractor responsibilities; government responsibilities;  case studies.    

	WEEK 4 
	Overview of personnel security.  General class discussion, pre-employment screening; sensitivity designation of job positions, purpose of background investigations, level of detail for various background investigations; personnel security investigatory responsibilities and related authority;  validated adjudicatory criteria; factors in personnel security adjudication, including personality profiling, and abnormal personalities; differences in the personnel security processes for government and contractor personnel; granting of clearances; downgrading and/or suspension of clearances; ensuring due process; administrative law and appeal procedures; Federal Privacy Act and Freedom of Information Act.  Text: Chapter 14.

	WEEK 5
	Information Security  (not IT or computer security).   Safeguarding classified and/or company confidential  information; Classification Management; levels of classification; legal authority for classification; need to know; original classification authority; derivative classification authority;  security classification guides; downgrading classified information; 60 years of information security history; general discussion of information security violations and espionage;  challenges to classification levels using the Freedom of Information Act;  general overview of approved methods of storing classified information and responsibilities related thereto; espionage and espionage through negligence.

	WEEK 6
	Automated Information Security.  General discussion of computer and data security, with emphasis on historical aspects, where we were vs. where we are.  General discussion will include roles and responsibilities, and security considerations involving, but not limited to, computers, ancillary equipment, software, firmware, services, and related resources used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of machine readable data or information; general discussion of computer crime and fraud, domestically and internationally; discussion of actual cases, criminal causality, and security vulnerabilities related thereto.  Anecdotal case studies. Text: Chapter 17 

	WEEK 7
	Physical Security.  General discussion concerning constituent elements of a corporate or government physical security program.  To include, but not limited to, development of physical security policies, regulations, and procedures; uniformed security force; physical barriers; access control; key and lock control; intrusion detection systems; security markings; badges and identification; crime prevention; asset protection and loss prevention; and other physical security program elements. Text: Chapters 9, 10, 11, 12, 16, 19, and 20..

	WEEK 8
	Investigations.  General discussion of investigatory resources and requirements, governmental, corporate, and private; investigatory legal considerations and restrictions; liaison with government or corporate counsel, law enforcement, and prosecutors; Importance of legal jurisdiction and knowledge of federal and state statutory violations and government and/or company rules and regulations; how to determine if a crime has occurred, identifying the perpetrator(s), and obtaining enough admissible evidence to obtain a conviction in court, and/or to sustain the corporate or government  position in administrative hearings.  Text: Chapter 13

	WEEK 9
	Communication Security.   Class discussion concerning statutory and regulatory communication security requirements; communication security considerations, methods, and vulnerabilities related to data, telemetry, and telephony transmissions; optical, acoustical, cavity resonance vulnerabilities; vulnerabilities of FAX machines, and digital copiers.   Overview of vulnerabilities created by unintentional compromising intelligence bearing radiation, “TEMPEST” wherein national defense information is involved;  magnetic remanence; Technical Surveillance Countermeasures;” “Protected Wireline Distribution Systems;” history of codes, ciphers, and encryption, and general overview of monoalphabetic, polyalphabetic, and transpositional cipher systems, various codes, symmetric and asymmetric cipher systems, and a brief overview of the Advanced Encryption Standard, its predecessors and its various implementations.   Capstone discussion of the various elements of this particular requisite course.


RESEARCH REQUIREMENTS:  

A formal paper is required which will use secondary (literature) research, and the development of an actionable proposal related to the student’s principal work area.  Students should use the term paper guidelines on the Webster Space Coast home page under student services.  The term paper will be graded using the Guidelines for grading a paper on the home page.

The student will select one appropriate dimension and, building on appropriate research fully supported by the relevant literature, develop and actionable plan for improving work group performance regarding that dimension.  The paper should use at least one of the topics studied in the course.

The paper will indicate references using the APA style.  The term paper guideline demonstrates common type references.  If you have a reference type not covered in the term paper guidelines then the student should refer to the APA home page for assistance.

References must be from refereed journals similar to those found in Webster’s Passport electronic library.  References from newspapers and periodical magazines written for the general public are unacceptable for graduate research work.  The student must justify that a homepage is a creditable source before it can be used.  

The final student paper is due in Week 9 unless otherwise specified by the instructor.

Each student will also prepare an Executive Presentation for oral delivery to the class in Week 8 or 9 as determined by the instructor.  A single spaced, single sheet Executive Summary summarizing the research for distribution to each class member in Week 8 is suggested.
DETERMINATION OF GRADES STATEMENT:

 Determination of grades is based on the following requirements and criteria.

Work that is barely adequate for Graduate work, Minimum Grades: 70-77 or "C": 
Products (papers, case studies, projects, presentations) must be on time, in the correct format, corrected for spelling and grammar, appropriate materials included and referenced, to-the-point and on topic, and conclusions must be supported. 

Examinations (in-class and take home) must be complete, accurate, neat, evidence clear thought, and exhibit concise and to-the-point responses.

Classroom behavior in class discussions and group activities should be responsible, exhibit open communication, constructive and helpful.

Satisfactory Graduate Work, Grades of 78-90, or "B-, B, and B+":  
Products must meet the requirements stated above for minimum requirements and additionally meet professional criteria. For example, documentation should be included to support research papers, the APA format should be used consistently throughout the paper, and substantially more than the minimum number of references should be included. Presentations should be logical, organized and comprehensive.

Examinations (in-class and take home) should be organized, in-depth, comprehensive, logical and complete, and evidence thorough understanding of the subject/topic through application of principles.

Classroom behavior should exhibit very focused activity and thought on the subject/topic of discussion, be motivated, and assist in discovery of new insights and relationships concerning the subject/topic of discussion.

Superior Graduate Work, Grades of 91-100 or "A- and A": 
Products must meet all requirements stated above and additionally meet creative criteria. These criteria include unique topic or subject selection, synthesis of ideas, and evaluation of subject matter and positions found in the literature, be creative in approach, establish new relationships with ideas and provide new insights. 

Examination responses indicate insightfulness of understanding, a synthesis of information and unique ideas, and rationale for application of principles following careful analysis. 

Classroom behavior should exhibit very focused activity and thought on the subject at hand, be motivated, and assist in discovery of new insights and relationships concerning the subject/topic of discussion. An earned grade of "A" represents the best work of students accomplished in a unique and professional manner.
	COURSE REQUIREMENTS:
	% OF GRADE

	a.  Class Participation
	40

	b.  Quizzes
	20

	c. Term paper
	20

	d. Final Exam
	20

	e. 
	


Taking the numerical score from the formula above and converting it to the appropriate letter grade from the chart determine the student’s letter grading for the course.

	Letter Grade
	Numerical Score

	A
	96-100% (4.0) 

	A-
	91-95% (3.67)

	B+
	87-90% (3.33)

	B
	82-86% (3.0)

	B-
	78-81% (2.67)

	C
	70-77% (2.0)

	F
	69 & below (0)

	I
	Incomplete (0) 

	W
	Withdrew


In order to meet the course objectives this syllabus may be modified at the discretion of the instructor without approval of the students.


Original approved by:

Dr. Calvin D. Fowler, Academic Dean, Space Coast Region,
